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Abstract—More and more enterprises are beginning to use Docker containers to build cloud platforms. Predicting the resource usage
of container workload has been an important and challenging problem to improve the performance of cloud computing platform. The
existing prediction models either incur large time overhead or have insufficient accuracy. This article proposes a hybrid model of the
ARIMA and triple exponential smoothing. It can accurately predict both linear and nonlinear relationships in the container resource load
sequence. To deal with the dynamic Docker container resource load, the weighting values of the two single models in the hybrid model
are chosen according to the sum of squares of their predicted errors for a period of time. We also design and implement a real-time
prediction system that consists of the collection, storage, prediction of Docker container resource load data and scheduling optimization
of CPU and memory resource usage based on predicted values. The experimental results show that the predicting accuracy of the
hybrid model improves by 52.64, 20.15, and 203.72 percent on average compared to the ARIMA, the triple exponential smoothing
model and ANN+SaDE model respectively with a small time overhead.

Index Terms—Docker container, prediction, hybrid model

1 INTRODUCTION

WITH the development and popularization of cloud
computing platforms, most enterprises have their
own data centers. By providing users with various virtual
resources, such as computing resources, storage resources
and network resources, users can get high quality, strong
security and highly scalable infrastructure services at rela-
tively low cost [1]. However, with the continuous expansion
of the cloud computing platform, the virtual machine [2]
has problems such as low running efficiency and slow start-
up. To alleviate these problems, Docker container [3] has
emerged as a new virtualization technology.

Whether it’s in the virtual machine or Docker container,
we should allocate sufficient resources for an application to
run smoothly. However, in most cases, the application is not
running at the heaviest load, the pre-provisioned resources
are idle most of the time. This causes a waste of resources. In
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addition, when the workload is heavy and has to compete
with other applications simultaneously, the pre-allocated
resources may be not enough. In order to solve such prob-
lems, a specific prediction algorithm is usually used in cloud
computing to predict resource requirements, and resource
allocation optimization is performed in advance to improve
resource utilization and service quality.

At present, there are few related studies on resource load
prediction of Docker containers. Shanmugam et al. [4] pre-
dicted the CPU usage of the container through ARIMA
model and then distributed the load to the container’s web
service using a loop-based algorithm. Roy et al. [5], [6] pro-
posed a cloud computing load prediction model based on
ARIMA model, which smooths the time series first. Huang
et al. [7] proposed a resource prediction model based on qua-
dratic exponential smoothing to predict the cloud resources
that customers need to subscribe to. It not only considers the
current resource status but also considers historical resource
records and obtains higher prediction accuracy.

The above several types of resource load predictions are
based on ARIMA model or the quadratic exponential
smoothing model. This is because the resource load sequence
is a time series, and the two models are common prediction
models for time series prediction. But whether it is ARIMA
model or quadratic exponential smoothing model, they in
essence are linear models. However, the time series gener-
ated by different resource loads in the Docker container are
not only linear but also non-linear, as shown in Fig. 1. These
two models do not have a very good prediction accuracy
on predicting the nonlinear relationship in the container
resource load sequence.
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Fig. 1. The linear and non-linear relationships in the Docker container resource load. The experiment data are acquired by using the stress (version
1.0.4) tool to test the resource usage of a memcached (version 1.5.6) container on the Ubuntu operating system.

However, though ARIMA can be used in both container
and vitual machine, as the resource usage sequence jitters
more in a container environment than in a virtual machine,
ARIMA is more suitable for container environment to elimi-
nate the random fluctuation of the container resource load
sequence. In addition, as each container usually starts and
closes in a short period, this will result in the failure to col-
lect a large amount of container resource usage data. In the
case of insufficient historial data, some machine learning
prediction models (such as neural networks and linear
regresssion prediction methods [8]) that have been used in
virual machines are not suitable for use in containers.

It can be seen that the existing models either cannot pre-
dict both the linear and non-linear workloads or are not suit-
able for use in the container environment. To address the
above problems, this paper proposes a hybrid model of the
ARIMA and triple exponential smoothing model to predict
both the linear and non-linear relationships in the Docker
container resource load. To deal with the dynamic Docker
container resource load, the weight values of the two models
in the hybrid model are chosen according to the sum of
squares of their respective predicted errors for a period of
time. In the process of prediction, ARIMA model is used to
mine the linear relationship and eliminate the random fluc-
tuation of the container resource load sequence, while triple
exponential smoothing is used to mine the nonlinear rela-
tionship and smooth the container resource load sequence.
We also design and implement a real-time prediction system
for Docker container workload. The system implements the
collection, storage, prediction of Docker container resource
load data and scheduling optimization of CPU and memory
resource usage based on predicted values.

The contributions of this paper are as follows:

e We propose a hybrid prediction model of ARIMA
and triple exponential smoothing that can predict
both linear and nonlinear relationships in the con-
tainer load sequence and significantly improve the
Docker container load prediction accuracy.

e We design a Docker container load prediction sys-
tem that can predict multidimensional resource
load, and automatically make schedule optimization
of CPU and memory resource usage based on pre-
dicted values.

e We evaluate the hybrid model on a variety of Docker
containers in both simulated and real cloud environ-
ments. The experimental results demonstrate the
hybrid model has a good prediction accuracy with a
small time overhead.

2 BACKGROUND AND MOTIVATION

We first introduce the Docker technology, then we describe
the ARIMA and triple exponential smoothing model and
then motivate our research.

2.1 Docker Technology

Docker is an open source application container engine that
packages the application and its runtime environment into a
lightweight, portable container [9], [10]. Docker can be built
on top of LXC [11] or libcontainer [12]. Libcontainer controls
containers by managing namespaces, cgroups, capabilities,
and file systems. In order to ensure that the processes among
the different containers do not interfere and affect each other,
libcontainer isolates the resources they use through name-
spaces. In order to solve the problem of competing resources
between containers, libcontainer also uses cgroups to limit
and isolate the resource usage(CPU, memory, disk I/O, net-
work, etc.). Compared with virtual machines, Docker con-
tainer is more light-weight and enables quick creation and
destruction [13].

With the popularity of Docker container technology, more
and more Internet companies are using large container clus-
ters to serve as application runtime environments, such as
Amazon AWS, Microsoft Azure, and Alibaba Cloud, which
already support Docker containers and also provide Con-
tainer as a Service (Caa$S) [14]. In order to facilitate the man-
agement of Docker clusters, we can use Docker swarm or
Kubernetes to easily deploy container clusters of multiple
nodes [15], [16].

2.2 ARIMA Model
The ARIMA(p,d,q) model [17] is called the differential autore-
gressive moving average model that predicts time series using
a linear combination of AR model (autoregressive model) and
MA model (moving average model). p and ¢ are the orders of
the autoregressive model and moving-average model respec-
tively, and d is the number of differences required to make the
original time series into a stationary sequence.

When applying ARIMA model to container resource load
prediction, it can be roughly divided into the following steps:

1)  collecting and obtaining a time series of container
resource usage.

2) ADF test [18], which is called augmented dickey-
fuller test, is used to determine whether the time
series is stable. If it is not stable, the time series is
processed by using difference until the series is sta-
ble. The times of difference is recorded as d.
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3) Obtain the range of values of the order of the autore-
gressive part p and the order of the moving-average
part ¢ of the stationary sequence. The different p and
g values are substituted into the model to get the
AIC values [19]. And the values of p and ¢ with the
smallest AIC value determine the best ARIMA
model for this time series.

4)  The autocorrelation coefficient and partial autocorre-
lation coefficient are calculated by using Levinson
algorithm [20].

5) Then the ARIMA model can be used to predict future
resource use of the container.

The resource usage value y; at each moment of the con-
tainer is expressed as the linear function of the container
resource usage values of the previous p times, the prediction
error value of the container resource usage values of the
previous ¢ times and the error term at current time. The lin-
ear function formula is as follows:

P q
Y=Mn+e+ Z ViYt—i + Z@'Etﬂ'- (1)
=1 =1

w is constant term. ¢ is the prediction error sequence of the
model. p is the autoregressive number. ¢ is the moving aver-
age number. y is the autocorrelation coefficient, that is, the
respective weights of the container resource usage values of
the previous p times. 6 is the partial autocorrelation coeffi-
cient, thatis, the respective weights of the prediction error val-
ues of the container resource usages of the previous ¢ times.

However, ARIMA model cannot mine and grasp the
nonlinear trend of a time series. When applying ARIMA
model to the prediction of container load resources, it will
not get great accuracy. The best performance of the algo-
rithm for approximating the nonlinear trend in the sequence
is the artificial neural network algorithm. But for small-scale
cloud computing platform built with Docker containers, the
artificial neural network algorithm consumes too much
computing and storage resource. Therefore, artificial neural
networks are often used for large-scale cluster resource
usage prediction. Moreover, the training period of artificial
neural networks tends to be too long and requires a large
amount of data, which is an unacceptable overhead in the
real-time prediction of the container resource load. So we
choose triple exponential smoothing to mine the nonlinear
trend of time series.

2.3 Triple Exponential Smoothing
Exponential smoothing method [21] uses a special weighted
averaging method to achieve the smoothing of the time series
data samples. Its principle is to decompose the time series
into three parts: the overall mean, the overall trend, and the
seasonal trend. It assigns weights in a unique way, that is,
the more distant the time point of historical data is from the
current time point, the less weight is given to the true value
of the time point. The true value before the current time point
is given a weight that decreases exponentially from near to
far and gradually converges to zero. This not only ensures
the integrity of the time series information but also focuses
on the information at different points in time.

Triple exponential smoothing model [22] applies expo-
nential smoothing three times. There are generally three
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steps: the first step is to calculate the smoothed values using
the current value of the current time point and the smoothed
values of the previous time point; the second step is to use
the three smoothed values obtained in the first step to obtain
the coefficients of the prediction model; the third step is to
use the obtained coefficients to establish a mathematical
model for prediction. The smoothed values of triple expo-
nential smoothing model are as follows:

SL<1> =ax; + (1 — oz)St(i)l 2)
S = as + (1 -a)s?, 3)
S8 = aS® 4 (1 —a)S?, ()

« is the smoothing factor, an is the smoothed value of an
exponential smoothing model, x; is the observed value of
the current time point, SEZ) is the smoothed value of the qua-
dratic exponential smoothing model, and St('i) is the
smoothed value of triple exponential smoothing model.
After obtaining the above three smoothed values, the coeffi-
cients of triple exponential smoothing model can be calcu-
lated as follows:

a; = 38" — 35% 1 g )

_ o (1) (2) 3)

(6)
(.« (1) _9g | o
Ct = (m) |:St - QSt + St i| . (7)

Then triple exponential smoothing model for prediction
is obtained as Formula (8):

Fiim =a;+bm+ cm?. (8)

m is the number of predicted points starting from the
time point ¢. It can be seen that triple exponential smoothing
model can mine and predict the nonlinear trend of time
series. Each time a prediction is made, the resource usage of
the container at the next time point can be predicted by
using the data of each resource usage of the container at the
current time point and the smoothed values of the previous
time point.

However, triple exponential smoothing model is a non-
linear model, which cannot mine the linear relationship in
the resource load sequence. In addition, when the weighted
average smoothing of historical data is carried out by triple
exponential smoothing model, the information of some
other influencing factors contained in the data will be lost,
and random fluctuations in the resource load sequence are
not considered.

3 HyBRID MODEL BASED ON ARIMA AND TRIPLE
EXPONENTIAL SMOOTHING

In this section, we first introduce the advantage of the hybrid
model and then we elaborate the design of the model.
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Fig. 2. The execution process of the hybrid model algorithm. The num-
bers on the line indicate the order of execution.

3.1 Advantage of the Hybrid Model

ARIMA model and triple exponential smoothing model
have their own shortcomings when applied to the container
resource load prediction. But their respective advantages
can be complementary as follows.

First, ARIMA is a model to mine the linear relationship
between different data items, while the triple exponential
smoothing finds the nonlinear relationship buried in a large
amount of data. Their combination can cope with a wide
variety of workloads with different characteristics.

Second, ARIMA is mainly to dig the inherent relation-
ship between data items, while the triple exponential
smoothing further exploits the change trend of the whole
time series. Their combination can describe the whole data
characteristics more accurately.

Third, the hybrid model has a much stronger data anti-
jamming ability. On one hand, MA model in the ARIMA
model focuses on the accumulation of the predicted error
terms. This can effectively eliminate the random fluctuations
in the load sequence of container resources. On the other
hand, the triple exponential smoothing model can assign dif-
ferent weights to historical data to smooth data. This makes
the hybrid model has a much stronger anti-interference ability.

3.2 Design of the Hybrid Model

How to determine the weight coefficients of combined
ARIMA and triple exponential smoothing is the key to the
design of the hybrid model. Commonly used methods are
the equal-weighted average coefficient method and weight
coefficient determination method based on the error-index.
The equal-weighted average coefficient method assigns the
same weight to ARIMA and triple exponential smoothing.
However, these two models have different prediction accu-
racy especially with the dynamics of container resource load.
That is, it may occur in a certain time period, ARIMA model
performs better, and triple exponential smoothing model
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performs better in the next time period; or ARIMA predicts
better on one application workload, and triple exponential
smoothing predicts well on the other application. In order to
better adapt to the dynamics of Docker container resources,
we choose the weight coefficient determination method
based on error-index as shown in Algorithm 1.

Since the error in the process of continuous prediction is
also continuously generated, in order to make the weight
coefficient keep up with the change of the time series of con-
tainer resource usage, the weight of the model in the next
prediction can be obtained by using the sum of squares of
prediction error. Assume the size of the time series window
is size. We accumulate the latest size prediction errors. If
there is not size prediction errors, we use sum of the predic-
tion errors that have been generated and the initial weight
is 0.5. When the number of prediction errors generated is
greater than size, every time the latest prediction error is
obtained, the oldest prediction error is removed. In this
way, the weight of the two single models can be adjusted
with the change of time series of container resource usage.

Algorithm 1. calculate_weight

Input: Err_arimay, Err_es, // Err_arima, is prediction error of
ARIMA model at current time point and Err_es; is prediction
error of triple exponential smoothing model at current time point.
Output: Weight_arima, Weight_es // Weight_arima is the
weight of ARIMA model next time and Weight_es is the weight
of triple exponential smoothing model next time.

1: if Err_arima.size = size and Err_es.size = size then

2:  Sum_arima — Sum_arima — Err_arimal0]®

3:  Sum_es — Sum_es — Err_es|0]?

4:  Remove the first element from array Err_arima and array

Err_es
end if
. Err_arima.push_back( Err_arimay)
: Err_es.push_back(Err_es;)

Sum_arima « Sum_arima + Err_arima?
9: Sum_es < Sum_es + Err_es?
10: Weight_arima «— Sum_es/(Sum_arima + Sum_es)
11: Weight_es — Sum_arima/(Sum_arima + Sum_es)
12: return Weight_arima, Weight_es

PN

In Algorithm 1, Err_arima and Err_es are sliding win-
dows, which are implemented with array, recording the
prediction errors of ARIMA model and triple exponential
smoothing model respectively in the previous period.
Sum_arima and Sum_es are the sum of the prediction error
squares of the two models respectively.

The execution process of the hybrid model algorithm can
be divided into the following steps and is shown in Fig. 2.

1)  Every time container resource usage data is collected,
the time series of container resource usage is updated.
Meanwhile, the prediction errors of ARIMA model
and triple exponential smoothing model are calculated
to update the weight coefficient of the hybrid model.

2) The updated time series are predicted by using
ARIMA model and triple exponential smoothing
model respectively.

3) According to the prediction results of ARIMA model
and triple exponential smoothing model and the
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previously determined weight coefficient, the pre-
diction result of the hybrid model is sum of the pre-
diction result of ARIMA model multiplied by the
corresponding weight coefficient and the prediction
result of triple exponential smoothing model multi-
plied by the corresponding weight coefficient.

4)  After collecting the true value of the container
resource usage data at the next time point, go back to
step 1 to make the next prediction.

Algorithm 2. Hybrid Model Prediction Algorithm

Input: y; // y; is current observation value.
Output: Predict_value / /The predicted value of the hybrid model.
1: Err_arima; < y; — Pred_arimay
2: Err_es; «— y; — Pred_es;
3: (Weight_es, Weight_arima) «—
calculate_weight(Err_es;, Err_arimay)
4: Pred_arima; < ARIMA.predict(y:)
: Pred_es;y1 < TripleExpSmoothing.predict(y;)
6: Pred_value «— Pred_arima;.; X Weight_arima + Pred_es; ;1 X
Weight_es
7: return Pred_value

€)1}

The algorithm is shown in Algorithm 2. Pred_arima; and
Pred_es; represent the predicted value of the ARIMA model
and triple exponential smoothing model respectively in a
period. Err_arima; and FErr_es; represent the prediction
error of the ARIMA model and triple exponential smoothing
model respectively. Pred_arima;,; and Pred_es; | represent
the predicted value of the ARIMA model and triple exponen-
tial smoothing model respectively in the next period.
Weight_arima and Weight_es represent the weight of the
ARIMA model and triple exponential smoothing model
respectively.

Assume the length of the workload sequence of container
resource is L. In ARIMA model, assume the value of the
order of autoregressive model is p, the value of the order of
the moving-average model is ¢, where the value range of p
and ¢ is 0 < p,q < N, and p and ¢ cannot be both zero. The
main computational cost of ARIMA model algorithm is to
determine the order of autoregressive model and the order
of moving-average model and calculate the autocorrelation

IEEE TRANSACTIONS ON CLOUD COMPUTING, VOL. 10, NO. 2, APRIL-JUNE 2022

coefficient and partial autocorrelation coefficient. Its time
complexity is O(NgIn L + L(p + q) + qp* N?). The algorithm
of triple exponential smoothing runs in time O(1).

4 SYSTEM DESIGN AND IMPLEMENTATION

In this section, we first describe the overall design of a con-
tainer resource load prediction system, then we elaborate
the individual modules in detail.

4.1 System Architecture

Fig. 3 shows the overall design of the Docker container
resource load real-time prediction system based on a hybrid
model of ARIMA and triple exponential smoothing.

The system consists of the following modules: container
information collection, prediction container selection, container
resource acquisition, container data storage, container resource
prediction, and container resource scheduling.

The main functions of these modules are shown below:

e The container information collection module is to col-
lect the ID and status of starting and stopping the
container through the Docker API If the container
status is start, the container is added to the queue of
the prediction container selection module; if the con-
tainer status is stop, the container is removed from
the queue.

e The prediction container selection module is to main-
tain a container queue to be predicted and scheduled
according to the next prediction scheduling time of
the container. Each time the first container in the
queue is monitored, the container ID is acquired,
and the container resource acquisition module is called
for data collection.

e The container resource acquisition module obtains the
container ID sent by the prediction container selection
module, collects the CPU usage, memory usage, disk
read rate, disk write rate, network receiving rate and
network transmission rate of the container, and
sends them to the container data storage module.

e The container data storage module stores the container
resource data into the database, and then organizes
the data into a specified format and sends it to the
container resource prediction module.

e The container resource prediction module employs the
ARIMA-triple exponential smoothing model to pre-
dict the resource usage of the container, and sends
the prediction result to the container resource schedul-
ing module.

e  The container resource scheduling module dynamically
updates the resource usage (CPU and Memory
usage) of the container according to the prediction
result of container resource prediction module.

4.2 Container Information Collection

The container information collection module collects the con-
tainer start, stop, ID, image and task information through
the Docker API. This module maintains the state list called
ContainerInfoList of each container that is running. The ele-
ments in ContainerInfoList are shown in Table 1.
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TABLE 1 TABLE 2
Element Definition of ContainerinfoList The Elements of Each Container in the Queue
Field name Type of data Description Field name Type of data Description
ContainerImage string Image ContainerID string Container ID
ContainerTask string Task predictCycle int Container prediction period
ContainerID string Container ID nextTime timet Next container prediction time

We use the “docker events” command to get real-time
events about the container that occurs in the host. When we
find that a container has started, we use the “docker inspect
containerID” command to get the basic information of its
image information and task information according to its con-
tainer ID. Then we store the container’s information in Con-
tainerInfoList. When the container stops running, the related
element is deleted from ContainerInfoList based on con-
tainer ID. In addition, we have to send the container startup
and stop information to the prediction container selection mod-
ule in the following format: { “container_id”: ContainerID,
“type”: type |. The type has two values: start and stop.

4.3 Prediction Container Selection

Algorithm 3. Prediction Container Selection

Input: Container_queue // Container_queue is a queue that
stores the container to be predicted and scheduled, and the ele-
ments are shown in Table 2.
1: while true do
2:  if Container_queue is not empty then
3 get the first container from Container_queue
4 next_time «— first_container.nextTime
5 if current_time < next_time then
6: sleep_time «— next_time — current_time
7 sleep(sleep_time)
8 else
9 1D — first_container.ContainerlD
0 first_container.nextTime «— current_time
+ first_container.predictCycle
11: send the ID to container resource acquisition model
12: update the Container_queue according to the nextTime
13: end if
14:  endif
15: end while

The prediction container selection module maintains a con-
tainer queue to be predicted and scheduled, and performs
incremental sorting according to the next predicted schedul-
ing time of the container. The elements for each container in
this queue are shown in Table 2 and the process of predic-
tion container selection is shown in Algorithm 3. According
to the container startup and stop information sent by the
container information collection module, the containers to be
predicted are added into the queue or deleted from the
queue, and the order of the container queue is updated
accordingly. At the same time, a thread is started in the
module to select the container to be predicted from the
queue. The thread execution process is as follows: if the cur-
rent container queue is empty, we do nothing but wait. Oth-
erwise, the container ID and the next predicted time of the
first container of the queue are taken out, and the next

predicted time is compared with the current time. If the cur-
rent time does not reach the next predicted time of the con-
tainer, the current process is blocked until the next
predicted time. If the predicted time is reached, the next
predicted time of the first container is updated as the cur-
rent time plus the prediction period. The order of the con-
tainer queue is then updated according to the prediction
time. Finally, the container ID is sent to the container resource
acquisition module to collect the data of the container.

4.4 Container Resource Acquisition
The resource usage of the container is acquired by reading
the data recorded in the cgroups folder on the host machine
and the /proc virtual file system.

(1)CPU usage

To calculate the CPU usage of the container on the host,
we first read the CPU time slices the container has used so
far from the host’s cgroup file (/sys/fs/cgroup/cpuacct/docker/
containerID/cpuacct.usage), record it as cpu_use_time. Then
we read the total CPU time slice from the /proc/stat direc-
tory, denoting it as cpu_total_time. After reading the two
data, we use the latter to divide the former to get the CPU
usage of the container. If the host has multiple processors,
multiply the calculated CPU usage by the number of proces-
sor cores as follows:

cpu_use_time — cpu_use_timey;

oy = x cores x 100%.
P epu_total timeg — cpu_total_timey ¢

(2)Memory usage

After the container is started, the host allocates a certain
amount of memory for it, and the value is stored in the
host’s cgroup file (/sys/fs/cgroup/memory/docker/containerID/
memory.limit.in_bytes) and recorded as mem- Limit. There
exists another cgroup file (/sys/fs/cgroup/mem-ory/docker/con-
tainerID/memory.usage_in_bytes) that stores the amount of
memory used by the container, which is recorded as
memUsed. So the calculation formula for memory usage is

memUsed

Upem = x cores x 100%.

memLimit

Using the same method, we can also calculate the disk read
and write rates and the network receiving and sending rates.

4.5 Container Data Storage

This module is to receive the container resource data sent by
container resource acquisition and store it in the database.
Then it organizes the data into a specified format and sends
it to the container resource prediction module. We design two
tables in the database, one is the data storage table, and the
other is the control table. The database chosen is InfluxDB

Authorized licensed use limited to: Huazhong University of Science and Technology. Downloaded on August 31,2022 at 00:56:55 UTC from IEEE Xplore. Restrictions apply.



1392

[23], an open-source distributed timing, event, and metrics
database.

We use the control table to implement the following
functions:

e  When the program starts, it will start a thread to scan
the control table periodically and read the timestamp
of the container in the control table. If the container is
not updated beyond a specified period of time, the
container is treated as a closed container, and we
delete the corresponding rows in the control table
and the data in the data storage table. This saves the
storage overhead of the database.

e  When receiving the container resource data sent by
the container resource acquisition module, we search
the container ID in the control table. If the same ID is
found, we store the data in the data storage table and
then update the control table. Specifically, the time-
stamp field is updated and the field that stores the
number of rows plus one. If the same ID is not found,
we create a new row in both the data storage table
and the control table.

e After the container’'s new resource usage data is
written, the number of rows of data in the control
table is read. If it does not satisfy the number of rows
required for the initial data of the container resource
prediction module (we record this number as m
which is equal to the time series window size), it
does nothing but wait for the next database write. If
it is exactly equal to m, we get the m rows of con-
tainer resource usage data from the container’s data
storage table and put them into an array. Then we
send the array to the container resource prediction
module, which makes the next prediction of the con-
tainer resource usage. If it is greater than m, we just
need to send the lastest row of the container’s data
storage table to container resource prediction module.
The latest row will replace the first row of the array
to form a new time series window.

4.6 Container Resource Prediction
This module uses the ARIMA-triple exponential combina-
tion model algorithm to predict the container resource. But
it needs to perform redundant deletion and missing value
padding on the acquired data before making a prediction.
This is due to the possibility of data loss or duplication in a
large amount of container data acquired. Either way, it will
have an impact on the outcome of the prediction. To remove
redundant data, it is necessary to refer to the identification
of the data in the data set. The identifier used here is the
container ID and the acquisition time of the data. If multiple
data have the same container ID and the acquisition time, it
means that the data is duplicated, and we should delete it.
For serious missing data, we need to discard the data; If the
missing data is not serious, Lagrange interpolation can be
used to complete the missing data.

After the redundant deletion of the data and the missing
value padding operation, the acquired time series data set
can be predicted. The process of prediction is as follows.

1)  After each time series of container resource usage is
updated, the weighting coefficients of the hybrid
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model are also updated using the method described
in Section 3.2 at the same time.

2) After determining the weighting coefficient, the
updated time series of container resource usage is
predicted using ARIMA model and triple exponen-
tial smoothing model respectively.

3) The prediction result of the hybrid model is obtained
according to the prediction result of ARIMA model
and triple exponential smoothing model, and is sent
to the container resource scheduling module.

4)  After collecting the true value of the current period
sent by the container data storage module, return to
1) for the next prediction and scheduling.

4.7 Container Resource Scheduling

This module currently implements dynamic update of CPU
and memory resources that are allocated to the container.
After obtaining the predicted value of the container resource
usage, the container resource cannot be directly update with
the value. First, the prediction itself may have errors, and
second, the data has random volatility. These two factors
should be considered when redistributing the resources. For
these two factors, the maximum fluctuation value in the time
series of container resource usage is represented as the maxi-
mum value minus the minimum value in the time series for
prediction, so the new distribution value calculation formula
is as follows:

NewLimit = Predict + 2 x (Max{y;} — Min{y,}).

Where v, is the time series for prediction, Predict is the pre-
dicted value of the container resource usage, and NewLimit
is the assigned value of the container resource usage.

For CPU resource, after NewLimit of CPU usage is
obtained, we call the docker update - -cpu-period= (value)
- -cpu-quota= (value) containerID directive to limit the CPU
usage of the container, where - -cpu-period is the scheduling
period for the CPU usage of each container. The default
value of - -cpu-period is 100 ms. - -cpu-quota is the maximum
CPU time that the container can use in the period, and its
value is the value of - -cpu-period multiplied by NewLimit.

For memory resource, at the beginning of the creation of
each container, the cgroups limits the maximum memory
that each container can occupy. It only needs to adjust the
value according to the predicted value.

5 EXPERIMENTAL EVALUATION

In this section, we will first describe the experimental environ-
ment, then we make sensitive analysis of the parameters of the
hybrid model. At last, we compare the hybrid model with a
series of workload prediction models from the aspect of pre-
diction accuracy, prediction time, and computational costs.

5.1 Experimental Environment

We perform experiments in both simulated and real cloud
environments and the configuration is shown in Table 3.
The simulated cloud environment is with 8 CPU cores and
32 GB RAM and runs Ubuntu 16.04 and Docker 18.03.1-ce.
For the real cloud environment, we adopt the Amazon EC2
cloud platform. We use two types of instances. One is called
t2.micro which is for free with limited use of 1 CPU core
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TABLE 3
Configuration Information of the Cloud Environment
Instance Hardware Software
Ubuntu 16.04
Intel(R) Core(TM) Docker 18.03.1-ce
simulated CPU E5620 @3.40GHz Memcached 1.5.6
8 Cores, 32GB RAM Stress 1.0.4
Postmark 1.51
Ubuntu 18.04
Intel(R) Xeon(R) Docker 18.09.7-ce
t2.micro CPU E5-2676 @2.40GHz Memcached 1.5.6
1 Cores, 1GB RAM Stress 1.0.4
Postmark 1.51
Ubuntu 18.04
Intel(R) Xeon(R) Docker 18.09.7-ce
t2.2xlarge CPU E5-2686 @2.30GHz Memcached 1.5.6
8 Cores, 32GB RAM Stress 1.0.4

Postmark 1.51

and 1 GB RAM. Another is called t2.2xlarge with 8 CPU
cores and 32 GB RAM. Both of the platforms run Ubuntu
18.04 and Docker 18.09.7-ce.

We use three typical application workloads to evaluate
the predicted result of the hybrid model. The first type of
workload is the Memcached [24] container, which is a free,
open source, high-performance distributed memory object
caching system that stores the results from database calls,
API calls, or page renderings in memory in a key-value
store. For the container, we use Mutilate [25] as the load
generator, mainly to consume the CPU resources of the con-
tainer. By adjusting the parameters of the load generator,
the generated load can form a time series with different fluc-
tuations. When the parameter is small, the load of the
Memcached container is lighter and more stable. When the
parameter is larger, the load of the Memcached container is
heavier and the corresponding fluctuation is larger.

The second is the stress tool [26], which is a simple work-
load generator for POSIX systems. It can impose configura-
ble CPU, memory, 1/0, and disk pressure on the system. It
is written in C and is free software licensed under the
GPLv2. We start ubuntu mirror container, install the Stress
in the container, execute the command Stress - -vm 1 - -vm-
bytes 100M - -timeout 3600s, which means to add a new
memory allocation process.

The third is Postmark [27], which is a benchmark used to
simulate the behavior of mail servers. It is divided into three
phases. In the first phase, a file pool is created; in the second
phase, four types of transactions are executed: create, delete,
read, and attach files; in the final phase, the file pool is
deleted. Since we cannot set the test time for Postmark, we
add a loop to the cli_run function of the Postmark source
code, then compile and run it in the container. We also set
the file size, read and write concurrent parameters, collect
the resource usage data of the container, and then make pre-
diction of the resource usage.

As each kind of container mainly consumes different
resource, we choose to predict CPU usage for the Memc-
ached and memory usage for the Stress and Postmark.

In addition, we use google cluster-usage traces [28] to fur-
ther evaluate the hybrid model. A google cluster is a set of
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Fig. 4. Mean square error variation of four time series of container
resource usage in different window sizes.

machines connected by a high-bandwidth cluster manage-
ment system that allocates jobs to machines. A job consists of
one or more tasks that are accompanied with a set of resource
requirements.

5.2 Parameter Selection of Hybrid Model
5.2.1 Time Series Window Size

For real-time prediction, analysis of too much historical data
could result in a long prediction time and requires a large
amount of space to record historical data. However, if the
historical data used is small, the prediction accuracy will be
low. Therefore, the reasonable selection of historical data is
critical to the prediction system. The following experiments
calculate the mean square error after 50 predictions using
the time series of the three workloads in different size of
window. The result is shown in Fig. 4.

As can be seen from Fig. 4, when the window size is
between 10 and 50, as the window size increases, more his-
torical data will be used, and the accuracy of prediction will
be improved. However, with the further increase of the win-
dow size, the prediction accuracy is not significantly
improved. In addition, as more historical data is used, the
prediction time is bound to increase. Considering the above,
the window size of ARIMA model, triple exponential
smoothing model and the hybrid model is 50.

5.22 The Smoothing Factor

For the exponential smoothing method, whether the selec-
tion of the smoothing factor « is reasonable has a great
impact on the prediction accuracy. The smoothing factor
determines the corresponding sensitivity to the gap between
the predicted value and the actual value, that is, the closer
the smoothing factor is to 0, the slower the influence of the
distant historical data on this prediction declines, and the
closer the smoothing factor is to 1, the more rapidly the influ-
ence degree of distant historical data on this prediction
declines. In addition, the smoothing factor also determines
the ability of the model to smooth the random error gener-
ated during the prediction process. The larger the smoothing
factor, the stronger the smoothing ability. Therefore, the
selection of the smoothing factor is the key to exponential
smoothing prediction. The experiment selects the optimal
smoothing factor for the time series of the three application
workloads. The mean square errors of the prediction of the
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Fig. 5. Mean square error variation of four time series of container
resource usage under different smoothing factors.

exponential smoothing method are calculated after 50 times
of predictions, and the optimal smoothing factor is selected
according to the mean square error.

As can be seen from Fig. 5, for the two large fluctuations of
the Memcached heavy load and the Stress load, optimal
smoothing factors are both 0.5. The optimal smoothing factor
of Memcached light load is 0.3, and the optimal smoothing
factor of Postmark is 0.1. This is because when the data fluc-
tuates greatly, we generally choose a larger smoothing factor,
increase the weight of the recent data, and also smooth the
data. When the data fluctuation is small, the smoothing fac-
tor should be chosen to be smaller. The smoothing factor of
the Postmark load is smaller than the smoothing factor of the
Memcached light load, indicating that the resource usage of
the Postmark is more stable than it.

(a1)ARIMA prediction (a2)Triple ES prediction
(b1)ARIMA prediction (b2)Triple ES prediction
(c1)ARIMA prediction (c2)Triple ES prediction
(d1)ARIMA prediction (dg)Triple ES prediction

IEEE TRANSACTIONS ON CLOUD COMPUTING, VOL. 10, NO. 2, APRIL-JUNE 2022

5.3 Comparison of Prediction Accuracy

We compare the prediction accuracy of four prediction
models. They are ARIMA model, triple exponential smooth-
ing model, the hybrid model and a workload prediction
model using neural network and self adaptive differential
evolution algorithm [29] which we call ANN+SaDE model.
ANN+SaDE model uses genetic algorithm to train neural
network to make prediction of time series.

The evaluation of prediction performance is based on
mean absolute percentage error(MAPE) and mean squared
error(MSE) which are widely used error metrics for evaluat-
ing results of time-series prediction, their formulas is shown
as blow:

100% < |A; — P
MAPE =
- ; Y ©)
177' 2
MSE =— A, — P)”. 1
SE=-3 ( ) (10)

i=1

Where 4; is the actual value and P, is the predicted value.
5.3.1 Experiment in Local Simulated
Cloud Environment

We first compare the predicted results of the four models
under different loads in local simulated cloud environ-
ment. The predicted results are shown in Fig. 6 and
Table 4. In Fig. 6, the first 50 points in the ARIMA, triple
exponential smoothing model and the hybrid model have
no prediction curve. This is because the initial window
size is 50, and these 50 data are historical data used by

(a3)Hybrid model prediction  (a4)ANN+SaDE prediction

(bs)Hybrid model prediction

(b4)ANN+SaDE prediction

(c3)Hybrid model prediction

(c4)ANN+SaDE prediction

(ds)Hybrid model prediction  (d4)ANN+SaDE prediction

Fig. 6. The prediction effect diagram of four models under different loads in simulated cloud environment. (a; — a4) represents the prediction effect of
Memcached light load, (b; — b,) represents the prediction effect of Memcached heavy load, (¢; — ¢4) represents the prediction effect of Stress load,
(dy — dy) represents the prediction effect of Postmark load. The blue line shows the real CPU or memory usage, and the red line shows the prediction

result of the different models.
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TABLE 4
Prediction Result in Simulated Cloud Environment

the load type prediction model MAPE MSE

ARIMA 0.897% 1.238

Memcached light load triple exponential smoothing 1.062% 1.595

hybrid model 0.805% 0.935

ANN+SaDE 0.934% 1.242

ARIMA 3.126% 91.340

Memcached heavy load triple exponential smoothing 2.878% 70.330
hybrid model 1.987% 43.262

ANN+SaDE 2.433% 54.703

ARIMA 11.285% 3.447

Stress load triple exponential smoothing 13.932% 5.634

hybrid model 10.276% 2.902

ANN+SaDE 11.731% 3.484
ARIMA 12.415% 153.841

Postmark load triple exponential smoothing 7.252% 54.781
hybrid model 7.216% 49.187
ANN+SaDE 13.162% 102.542

the models for the first prediction. There are more points
that have no prediction curve for ANN+SaDE. This is
because the neural network needs to be trained first, and
thus ANN+SaDE needs more data for training than the
other three models.

The prediction accuracy of the hybrid model is better
than both of the single models. This is because the hybrid
model will give more weight to the model with small pre-
diction deviation for different time series. In other word, the
hybrid model is able to combine the advantages of the two
models to a certain extent. It mines more useful information
of time series, so the prediction accuracy is improved.

(a1)ARIMA prediction (a2)Triple ES prediction
(b1)ARIMA prediction (b2)Triple ES prediction
(c1)ARIMA prediction (c2)Triple ES prediction
(d1)ARIMA prediction (d2)Triple ES prediction

Compared with the ANN+SaDE model, the prediction accu-
racy of the hybrid model is also better. This is because the
resource time series generated by the container load is real-
time, and the trend of the previous training data for ANN
+SaDE model will not be the same as the trend of the predic-
tion data.

5.3.2 Experiment in Amazon Elastic Compute Cloud

Considering the heterogeneity between the local physical
machine and the real cloud environment, we conducted fur-
ther experiments on the prediction accuracy of the four
models using Amazon EC2 cloud platform as shown in

(az)Hybrid model prediction  (a4)ANN+SaDE prediction

(b4)ANN+SaDE prediction

(bs)Hybrid model prediction

(c3)Hybrid model prediction

(c4)ANN+SaDE prediction

(d3)Hybrid model prediction  (d4)ANN+SaDE prediction

Fig. 7. The prediction effect diagram of four models under different loads in t2.micro instance. (a; — a,) represents the prediction effect of Memc-
ached light load, (b; — by) represents the prediction effect of Memcached heavy load, (¢; — ¢4) represents the prediction effect of Stress load,
(dy — d4) represents the prediction effect of Postmark load. The blue line shows the real CPU or memory usage, and the red line shows the prediction
result of the different models.
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TABLE 5
Prediction Result in t2.micro Instance Environment
the load type prediction model MAPE MSE
ARIMA 10.241% 33.041
Memcached light load triple exponential smoothing 12.917% 52.693
hybrid model 10.153% 32.346
ANN+SaDE 14.372% 48.814
ARIMA 10.265% 122.575
Memcached heavy load triple exponential smoothing 11.954% 174.664
hybrid model 10.039% 116.503
ANN+SaDE 30.804% 866.069
ARIMA 14.026% 9.619
Stress load triple exponential smoothing 9.876% 13.528
hybrid model 9.497% 7.998
ANN+SaDE 24.604% 13.762
ARIMA 2.078% 5.544
Postmark load triple exponential smoothing 0.767% 1.120
hybrid model 0.696% 0.992
ANN+SaDE 10.920% 92.338

Table 3. We use t2.micro and t2.2xlarge instances to mea-
sure the cases of single core and multi-core respectively.
The experimental results for the t2.micro instance are
shown in Fig. 7 and Table 5. In order to simulate a sudden
traffic request, we adjust the load generator’s -T parameter
to add more CPU overhead at a certain moment in Memc-
ached heavy load. And we adjust memory usage through
the - -um-bytes parameter in the Stress load to make the
trend of resource usage time series go up and then down.
Under all loads, the prediction accuracy of the hybrid model
is also the highest. The prediction accuracy of the ANN
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+SaDE model is much lower than the other three models.
This is because the neural network is trained using the ini-
tial part of historical data, and its prediction accuracy will
greatly decrease when the time series trend changes, and
the trends of different resource time series in Amazon cloud
environments change more than that in simulated cloud
environments.

We perform further experiments on the t2.2xlarge
instance with 8 CPU cores to compare the prediction accu-
racy of different models in a higher physical configuration
environment. The experimental results are shown in Fig. 8
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Fig. 8. The prediction effect diagram of four models under different loads in t2.2xlarge instance. (a; — a4) represents the prediction effect of Memc-
ached light load, (b; — by) represents the prediction effect of Memcached heavy load, (¢; — ¢;) represents the prediction effect of Stress load,
(dy — d4) represents the prediction effect of Postmark load. The blue line shows the real CPU or memory usage, and the red line shows the prediction
result of the different models.
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TABLE 6
Prediction Result in t2.2xlarge Instance Environment
the load type prediction model MAPE MSE
ARIMA 12.469% 567.937
Memcached light load triple exponential smoothing 13.184% 540.428
hybrid model 11.140% 365.493
ANN+SaDE 17.719% 843.932
ARIMA 10.855% 1304.671
Memcached heavy load triple exponential smoothing 14.592% 2529.447
hybrid model 10.233% 1180.015
ANN+SaDE 16.672% 3086.117
ARIMA 3.819% 0.504
Stress load triple exponential smoothing 4.013% 0.512
hybrid model 3.120% 0.323
ANN+SaDE 5.329% 1.069
ARIMA 12.720% 4.127
Postmark load triple exponential smoothing 4.240% 0.538
hybrid model 3.929% 0.499
ANN+SaDE 15.253% 8.674

and Table 6. Similar as in t2.micro instance, the hybrid trained using the first 40 percent of the traces which as a
model has the highest prediction accuracy, and the ANN  whole is trending downward, resulting in its prediction
+SaDE model has the lowest prediction accuracy. value being greater than the actual value. The hybrid model
uses the recent historical data to make predictions, so it can
533 Experiment in Google Cluster-Usage Traces find ’Fh(.e data change trend more quickly. Thus it has better
) prediction results.

The trace we choose is Google cluster-usage traces cluster-

data-2011-2. We randomly select a long duration job with

jobID 3418309 and choose task index 0 and task index 1in 5.4 Prediction Time

the job. The experimental results are shown in Fig. 9 and For the real-time prediction model, the prediction time
Table 7. From Fig. 9, we can see that performance trend of should not be too long. A long prediction time may cause
the two traces fluctuates slightly and the tasks consume the current prediction result come out after the actual value
very little CPU resource. Table 7 shows that the hybrid of the next period has been collected, so the prediction itself
model has the better prediction accuracy than the ANN loses its meaning. For the hybrid model based on ARIMA
+SaDE model. This is because the ANN+SaDE model is model and triple exponential smoothing model, the main
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Fig. 9. The prediction effect diagram of four models on Google cluster data. a; and a, represent the prediction effect of task index 0, b; and b, repre-
sent the prediction effect of task index 1. The blue line shows the real CPU usage, and the red line shows the prediction result of the different models.
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TABLE 7
Prediction Result in Google Cluster Data
the load type prediction model MAPE MSE
task index 0 hybrid model 6.857% 6.41e-09
ANN+SaDE 20.581% 3.51e-08
task index 1 hybrid model 7.388% 5.914e-09
ANN+SaDE 19.165% 2.23e-08

prediction time consumption lies in ARIMA model. Because
each prediction of triple exponential smoothing model is
based on the previous prediction. Although the model con-
siders all historical data, it does not require to record and
use all historical data. Thus the prediction time for triple
exponential smoothing is quite short and almost negligible.
For ARIMA model and the hybrid model, 50 predictions are
performed under different loads, and their average predic-
tion time is shown in Fig. 11.

The prediction time of the hybrid model is slightly longer
than that of ARIMA model by 0.59, 5.4, 3.17 and 1.3 percent
in the four-time series respectively. The extra time overhead
is almost negligible because the time overhead of triple
exponential smoothing model is small.

5.5 CPU and Memory Overhead

We test the CPU and memory overhead of running the
hybrid and ANN+SaDE models using the google cluster
data as shown in Fig. 10. We remove the prediction interval
from the programs and record the CPU and memory usage
every 0.01 seconds. Because the execution time of the hybrid
model is much less than ANN+SaDE model, the curve of
the hybrid model is much shorter than the ANN+SaDE
model. The experimental result shows the CPU usage of the
hybrid model is lower than the ANN+SaDE model. This
means the computational cost of the hybrid model is lower
than ANN+SaDE model. In addition, we can see from the
figure that the memory usage of the hybrid model is also
much lower than the ANN+SaDE model. This is because
artificial neural network training consumes a lot of CPU
and memory resources.

6 RELATED WORK

We first introduce the general prediction method and then
describe the related work on Docker container resource
load prediction.
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6.1 Prediction Method

The trend extrapolation is a technique of predicting using
statistical methods in order to predict future patterns of
time series data [30]. The trend extrapolation can be subdi-
vided into two types: the moving average method, and the
exponential smoothing method. The moving average is
extremely useful for forecasting long-term trends. When the
value of the time series is affected by the periodic variation
and random interference, the fluctuation of the time series
is large, and the development trend of the time series cannot
be clearly displayed. The moving average method can effec-
tively eliminate the influence of the random factor and
explore the overall trend of the time series. The moving
average method usually does not consider the historical
data of a long time, and the full-motion moving average
rule uses all the historical data of the time series equally
(i.e., gives all the historical data the same weight to calculate
the average). The exponential smoothing method combines
the advantages of full-motion moving average and moving
average. It uses all historical data, and assigns the weight of
the historical data from near to far to a value that gradually
converges to zero.

Grayscale prediction is a method of predicting gray sys-
tems. The process of grayscale prediction is generally to
accumulate data first to eliminate the randomness and vola-
tility of the data. Then the white differential equation is
established, and the solution of the equation is the predic-
tion result. Khalid et al. [31] used the GM(1,1) model in the
grey model to predict wind power in a short period of time.
The gray prediction model is an exponential prediction

Mem usage
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model, which is suitable for time series in which the data
trend is exponential [32]. But for other trends, the prediction
effect may not be so good.

In recent years, SVM [33] has been able to perform high-
precision fitting because of its excellent generalization abil-
ity, and it has also been applied to solve the problem of
regression. However, the selection of model parameters is
the difficulty of SVM regression prediction. So far, there is
no unified guiding theory. This hinders the development of
SVM for data prediction.

The neural network model [34] is an information process-
ing system simulating the structure and function of human
brain nerve cells. In fact, it is a complex network composed
of a large number of neurons. Each neuron represents an
output function, and the connections between neurons rep-
resent weights. With different weights and output func-
tions, the final output of the network will be different.
Neural networks have very powerful learning capabilities
and can learn to approach any nonlinear mapping relation-
ship. Thus they are widely used in various fields of forecast-
ing, such as stock price forecasting in the financial sector
[35], and traffic wandering in the transportation sector [36].

6.2 Docker Resource Load Prediction

At present, there are few related studies on resource usage
prediction of Docker containers. Shanmugam et al. [4] pre-
dicted the CPU usage of the container through the ARIMA
model, and then distributed the load to the container’s web
service using a loop-based algorithm.

There are many studies on cloud computing resource
load prediction. The dynamic and real-time characteristics
of Docker container resources are consistent with the char-
acteristics of cloud computing load. Therefore, researching
cloud computing load prediction has a strong reference and
learning significance for Docker container resource load
prediction.

Calheiros et al. [5], [6] proposed a cloud computing load
prediction model based on the ARIMA model. First, the
time series are smoothed to determine the value of d, and
then the values of p and ¢ are determined by the autocorre-
lation function and the partial autocorrelation function. At
this time, the historical data of the load will conform to the
determined values of p, d and ¢q. The ARIMA model is then
used to predict future load values and can achieve an aver-
age of 91 percent accuracy.

Huang et al. [7] proposed a resource prediction model
based on quadratic exponential smoothing to predict the
cloud resources that customers need to subscribe to. It not
only considers the current resource status but also considers
historical resource records and thus obtains higher predic-
tion accuracy. But the quadratic exponential smoothing
model is in essence a linear model and cannot mine the non-
linear relationship in the time series.

Islam et al. [8] used a combination of neural networks
and linear regression to predict the resources of managed
applications in the cloud environment. The method uses tra-
ditional linear regression to approximate linear relation-
ships in time series and then uses neural networks to
approximate nonlinear relationships in sequences. It takes
into account more influencing factors in the time series and
obtains better prediction results. However, enough samples
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are needed to train the neural network. When applied to the
container, it needs to collect a large amount of time series of
container resource usage, which has great storage and com-
putation overheads.

7 CONCLUSION

Predicting the resource usage of container workload in
dynamic container workload environments has been a great
challenge to improve the performance of cloud computing
platform. This paper proposes a hybrid model that com-
bines ARIMA with triple exponential smoothing to accu-
rately predict both the linear and non-linear relationships in
the time series of the resource workload of Docker con-
tainer. Besides, to enable automatic prediction and alleviate
the management burden, we also design and implement a
Docker container resource prediction system that enables
efficient container information collection, storage, predic-
tion and schedule. This hybrid model improves prediction
accuracy by 52.64, 20.15 and 203.72 percent on average com-
pared to ARIMA, the triple exponential smoothing model
and ANN+5aDE respectively with a small time overhead.
Users can directly use the system we designed to improve
the resource utilization of the container-based cloud plat-
form, or use the hybrid model to implement a resource pre-
diction system adapted to their own platform.
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