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Abstract—Identifying intrusion from massive and multi-source logs accurately and in real-time presents challenges for today’s users. This

article presents Paradise, a real-time, generalized, and distributed provenance-based intrusion detection method. Paradise introduces a

novel extract strategy to prune and extract process feature vectors from provenance dependencies at the system log level, and it stores them

in high-efficiency memory databases. Using this strategy, Paradise does not depend on the specific operating system type or provenance

collection framework. Provenance-based dependencies are calculated independently during the detection phase, thus, Paradise can

negotiate all detection results from multiple detectors without extra communication overhead between detectors. Paradise also employs an

efficient load-balanced distribution scheme that enhances the Kafka architecture to efficiently distribute provenance graph feature vectors to

the detectors. The experimental results demonstrate that our method has a high detection accuracy with a low time overhead.

Index Terms—APT, intrusion detection, provenance, real-time
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1 INTRODUCTION

THE problem of enterprises and network users being
exposed to sophisticated attacks is now becoming more

serious. For example, APT (Advanced Persistent Threat)
attacks have become mainstream [1], causing huge economic
losses to enterprises. However, intrusions are often buried in
a wide range of average daily behaviors, thus making them
very difficult to detect (needle in a haystack).

Mainstream methods analyze causal dependencies through
a syscall audit log in order to explore the path from the intru-
sion source to the infected file. Those methods also improve
detection accuracy through log clustering [2] and partitioning
[3] techniques as much as possible. However, these methods
are offline and cannot satisfy real-time requirements. Typical
APT attacks may remain latent inside the enterprise for half a
year or more. By the time they are located, confidential docu-
ments in the enterprise may have been stolen or modified.

Researchers have proposed provenance-based IDSs (Intru-
sion Detection Systems) [4], [5], [6], [7] which use in-memory
databases (e.g., Redis [8]) or multi-threading technology [9] to
perform online analysis of anomalies within the provenance
path or graph, greatly improving detection accuracy and
reducing detection time. These IDSs are based on provenance
frameworks (e.g., SPADE [10], PASS [11], Hi-Fi [12], and Cam-
Flow [13]), which provide powerful security and integrity for
information flow capture [14].

However, with the high concurrency of events and complex
internal dependencies, provenance-based IDSs may fail when
facing a series of challenges in big data environments:

� Interoperability: The designers of these provenance col-
lection systems [10], [11], [12], [13] have made different
choices regarding what activity to record and how to
represent it. Although some of these systems use
standards such as W3C PROV [15] (e.g., CamFlow) or
Open Provenance Model [16], [17] (e.g., SPADE) to
establish a public shared interface for provenance
data, the provenance graphs collected under different
standards for the same event may be different. For
example, there is almost no consensus on how a spe-
cific activity should be represented in the provenance
graphs of the different models in Fig. 1. In addition,
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different methods work at different system layers (ker-
nel space and user space), so some information may
not be available for a given IDS [18].

� Real-time performance: Although some studies have
proposed methods [7], [19], [20], [21] for obtaining bet-
ter detection accuracy, their algorithms require an
entire provenance graph over a period of time as input
in order to extract the features of the entire graph. The
investigation of APT attacks usually requires querying
and comparing massive amounts of data in the real
world, leading to poor real-time performance.

We propose Paradise, a real-time, generalized, and distrib-
uted provenance-based intrusion detection method, to solve
these challenges. Paradise consists of three steps: a collecting
and preprocessing step, a data distribution step, and an intru-
sion detection step. First, the collecting and preprocessing step
collects and stores the provenance of objects (e.g., files, pro-
cesses, and agents) in a memory database (e.g., Redis) in order
to speed up the query and detection. It also filters out some
unnecessary provenance information (e.g., temporary files or
system configuration files) defined as unrelated to intrusion,
in order to improve detection accuracy [7]. Then, it extracts
process dependencies from provenance to build process fea-
ture vectors, which are the calling frequencies of the process
in different types. In addition, it includes an adaptive monitor-
ing and cluster load balancing mechanism in the data distribu-
tion step that achieves efficient distribution and parallel
detection. Paradise exploits the different kinds of process
dependencies in the provenance graphs employed in the
intrusion detection step to enable efficient intrusion detection.
At the same time, Paradise adds a flag to the vector to both
indicate whether the vector belongs to a subgraph or a whole
provenance graph and label the timestamp. Finally, to dis-
cover the attack story, Paradise negotiates all detection results
of subgraphs from multiple detectors.

Paradise can be applied for intrusion detection in differ-
ent provenance models (e.g., W3C PROV [15] or OPM [16],
[17]) without extra data conversion based on the proposed
feature vector extraction strategy. It is independent of the
host operating system and provenance collection system,
and it does not require prior program instrumentation.

Our contributions are as follows

� We propose Paradise, a real-time, generalized, and
distributed provenance-based intrusion detection
system that considers the feature vector of vertex
neighbor graph (see Section 2.4) to accurately identify

anomalies in massive provenance data in big data
environments.

� We present a novel and simple strategy to adaptively
convert collected provenance into feature vectors
independent of the underlying provenance-collect-
ing platform (e.g., Linux, Windows) and different
provenance models.

� We design an adaptive monitoring and cluster load
balancing mechanism to achieve effective data distri-
bution and parallel detection. This scheme automati-
cally achieves load balancing for different detectors
by monitoring cluster performance metrics, such as
CPU usage and memory usage rate, and automati-
cally scheduling the data.

� We evaluate Paradise on a series of real-world normal
and vulnerable applications. Paradise significantly
outperforms FRAP [5], Unicorn [19], and Pagoda [7] in
terms of detection rate, false alarm rate, and detection
time.

The rest of this paper is organized as follows. We introduce
the background and motivation of our work in Section 2.
Methodology and specific implementation are discussed in
Section 3. Section 4 describes the experiments and results of
Paradise. Section 5 surveys the related work from three
aspects: host-based intrusion detection, forensic analysis, and
distributed intrusion detection. Finally, we discuss the limita-
tions and improvements of our work in Section 6 and con-
clude our work in Section 7.

2 BACKGROUND AND MOTIVATION

We first describe the provenance and provenance models
with a motivating example, then introduce the Kafka archi-
tecture [22] and state the threat model and assumption.

2.1 Motivating Example

Consider the following attack scenario in Fig. 2: The user
uses wget to download and tar to decompress a malicious
phishing-emial.tar which contains a piece of malicious code.
The attacker also uses malicious code to obtain a reverse
shell on the target system. After obtaining the shell, the

Fig. 1. A wget system call, as recorded by SPADE and CamFlow. This
figure clearly illustrates nontrivial structural differences in how wget is
represented as dependencies between processes (rectangles), artifacts
or resources (ovals), and an agent (octagon).

Fig. 2. The provenance graph for the motivation example. The dotted
box is the normal behavior of the system, and the other parts are intru-
sion behaviors. For readability, we use the specifications defined by
OPM (W3C PROV is also a good choice) to display part of the prove-
nance graph. Nodes in the graph are system entities (rectangles are pro-
cesses, ovals are files, agents are octagons and diamonds are sockets),
and edges among nodes represent system calls. Different colored edges
represent different types of dependencies defined by OPM.
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attacker first tries to mimic the user’s typical behavior (e.g.,
using gcc to compile the program and upload to Github),
and get some sensitive files (e.g., file A and file B). Then he
imitates normal behavior in order to avoid detection. He
first merges these sensitive files into file C, copies the file C
as the file A.c, and finally uses gcc to compile file A.c and
upload it to Github. Note that the compilation of the file A.c
was unsuccessful because file A.c is not a legal source file.

2.2 Provenance

Provenance describes the “reasons” (causal relationships) that
lead to the occurrence of a “thing” (entity), that is, how an
entity depends on others and how interactions between enti-
ties lead to specific states. Provenance can be understood as a
record of the generation and history of system data [23].

Since provenance has been widely used in various fields
(e.g., search [24] and security [25]), many provenance collec-
tion systems have been built. Typical systems include SPADE
[10], TREC [26], PASS [11], LinFS [27], Hi-Fi [12], ZOOM [28],
and CamFlow [13]. These systems collect provenance in dif-
ferent layers. For example, ZOOM collects provenance in the
application layer. PASS mainly collects provenance in the OS
(Operating System) layer. SPADE can collect provenance in
both application and OS layers. In addition, SPADE can col-
lect provenance in distributed environments, and PASS can
be extended to network-attached [29] and cloud environ-
ments [30]. SPADE is a cross-platform provenance collection
system that enables low latency and high availability in dis-
tributed environments. SPADE collects provenance informa-
tion that conforms to the OPM provenance model [10]. It not
only automatically generates and collects provenance, but
also supports the manual import of provenance information.
The provenance represents the dependency relationships
between different objects. For example, the provenance
record: the process P creates the file A indicates that the genera-
tion of the file A depends on the process P. The provenance
data can be stored in different types of databases, so a graph
database can be used to view the complete provenance graph
and path visually.

Current provenance-based intrusion detection systems are
designed based on different collection systems [10], [11], [13].
For instance, Pagoda [7] is built on the PASS [11] system, and
FRAP [5] is built on the CamFlow [13] system. Because they
may be built on different systems, enabling efficient prove-
nance interoperability between different provenance systems
is still a great challenge.

OPM [16] and W3C PROV [15] are designed for better
provenance interoperability between different provenance
systems. They capture the causal relationships between enti-
ties such as artifacts, processes, and agents. Later, a prove-
nance graph is defined as a directed acyclic graph (DAG). We
use the OPM model to describe our provenance methods
because of its simplicity and clarity; nothing in our work
explicitly depends on an OPM framing. Edges of the OPM
provenance graph belong to one of the following five causal
relationships:

1) Used: This relationship represents the use of a file for
the execution of a process.

2) WasGeneratedBy: This relationship represents that the
generation of a file depends on the process.

3) WasTriggeredBy: This relationship represents that a
parent process generates a child process.

4) WasControlledBy: This relationship represents that
the execution of a process P is controlled by an agent.

5) WasDerivedFrom: This relationship represents that a
new file is derived from an old file.

The different colored edges in Fig. 2 represent the above-
mentioned different types of OPM relationships.

2.3 Challenges

When identifying the source of an attack or intrusion, the ana-
lyst needs to identify malicious behavior that has been
detected so far, as well as malicious behavior that has not yet
been exposed. Malicious events are usually buried in daily
benign activities, and analysts often spend too much time
investigating and identifying evidence-related benign events,
leading to a high false alarm rate. Attack behavior can be rep-
resented as the abstraction of audit data. Abstracting high-
level behavior from low-level audit events conforming to dif-
ferent provenance models, reducing the workload of analyz-
ing the event behavior, and ensuring the accuracy of intrusion
detection face the following challenges:

Generalized. Due to non-interoperability, different IDSs
cannot adapt well to different collection frameworks. For
example, Pagoda [7] is designed based on the PASS [11] and
SPADE [10] systems, while Unicorn [19] is designed based
on the CamFlow [13] system. The node of the W3C PROV
model collected by CamFlow contains the cf:secctx attribute,
used for the data histogram constructed by Unicorn. How-
ever, the node of the OPM model collected by SPADE,
whose reporter is Linux Audit, does not contain this attri-
bute. When the Unicorn detection method is applied to
detect the provenance collected by other systems, many for-
matting conversions are required, which can easily lead to
errors such as losing critical information, resulting in low
detection efficiency and accuracy.

Distributed. Existing host-based provenance intrusion
detection systems [6], [7], [31] typically use similarity-based
detection methods and are easily affected when the length
of a provenance sequence changes. Moreover, distributed
provenance-based intrusion detection systems [19], [20],
[21], [22], [32] usually map the provenance graph into high-
dimensional vectors, and then judge intrusion by the dis-
tance between those vectors. The IDSs mentioned above
either take the complete provenance graphs as input, or
divide them into subgraphs, and then compare the similari-
ties between those subgraphs. Those IDSs usually regard
obtaining subgraphs of provenance graphs as a community
detection problem. However, as the provenance graph is a
DAG, most of the data used in classic community detection
algorithms lack the notions of closeness [33] or importance
[34] between provenance entities and dependencies.

Real-Time. The most state-of-art host-based provenance
intrusion detection systems [6], [7], [19], [20], [32] usually
consider the contextual knowledge of each vertex’s multi-
level ancestors and descendants. Although rich contextual
semantic knowledge can ensure high detection accuracy, it
inevitably increases detection time due to traversing the
same vertex or dependency several times. For example,
Pagoda [7] needs to use a BFS or DFS algorithm to
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obtain each path in the provenance graph during detec-
tion. Unicorn [19] needs to obtain the label of each vertex
to construct graph histograms before detection. This label
describes the R-hop neighborhood of the vertex; building
all vertex labels will also repeatedly traverse the node
multiple times. More importantly, this problem is partic-
ularly prominent in those IDSs that handle many vertices
and explosive dependency data, such as low and slow
APT attack mode data.

2.4 Exploring Process Characteristics for Intrusion
Detection

We have found that most edges connected with the process
node represent the system’s internal operations in Fig. 2.
Therefore, we are inspired to use process feature vectors to
detect harmful behaviors of processes. As shown in Fig. 2,
we can easily see that the dependencies of the process cc1
node in the intrusion provenance graph are significantly dif-
ferent from those in the normal graph. Thus, we can regard
the process node, not the provenance subgraph or the whole
provenance graph and path, as the smallest unit for intru-
sion detection. There are challenges in precisely extracting
the process feature vector in real-time; the constructed fea-
ture vector, however, can be dynamically updated at a small
cost. Inspired by reference [34], Paradise solves these prob-
lems by introducing the concept of the neighbor graph.

Neighbor Graph. If two nodes u and v are connected by an
edge, they are called neighbors. The neighbor graph of node u
is a subgraph G composed of u and its neighbor nodes directly
connected to it.

For example, in Fig. 2, a process vim first needs to read file
A and file B, and then generates file C. The event provenance
graph generated according to OPM will produce two paths,
file A ! vim ! file C, and fil B ! vim ! file C. Any sin-
gle path cannot easily reveal how this event occurred. How-
ever, Paradise describes this event very clearly by exploring
dependencies of the process vim and its neighbor graph.

Generalized. According to this process neighbor graph, Par-
adise constructs the feature vectors of the process nodes.
Specifically, the dimension of the feature vector is the num-
ber of process relationship types in a specific provenance
model, and the value is the number of each type of relation-
ship (e.g., the feature vector of process cc1 is [0,0,1,1] in
Fig. 2). Paradise does not require additional node attributes
(e.g., cf:secctx) or edge attributes (e.g., cf:jiffies) for feature
vector construction. Thus, provenance data with different
models can be detected using the same strategy without for-
mat matching and conversions.

Distributed. These process feature vectors are indepen-
dent of each other during detection, so the feature vectors
are suited for distributed intrusion environments. Different
detection machines in a distributed cluster do not communi-
cate with one another when using those vectors for detec-
tion, thereby reducing network transmission overhead.

Real-Time. Paradise constructs feature vectors based on
neighbor graphs, avoiding traversing the same vertex multi-
ple times, thereby reducing the detection time. Although
Paradise sacrifices contextual semantic information to a cer-
tain extent, the experimental results on real-world applica-
tions demonstrate its detection accuracy (see Section 4.2).

2.5 Kafka for Intrusion Detection

Kafka is a distributed messaging system based on Zoo-
Keeper [35] that supports partitioning and multiple replica
mechanisms [36]. It can process massive amounts of data in
real-time and is often used for log distribution. Thus, Kafka
can serve as an intermediary and distribute messages from
multiple hosts to different detectors quickly to satisfy real-
time intrusion detection [22].

Fig. 3 shows the basic architecture of Kafka. The pro-
ducer posts a message to the specified topic of the Kafka
server. A topic can be divided into multiple partitions. The
consumer group consumes the message from a topic, while
the different consumers consume different partitions. Kafka
uses ZooKeeper distributed coordination services to ensure
high availability, and ZooKeeper can judge which consum-
ers are working at any time. Adding or deleting a consumer
in a consumer group will trigger the partition reallocation
mechanism. Kafka can realize the balanced distribution of
messages to enable parallel detection, therefore improving
detection efficiency through a rebalance mechanism. Thus it
enables real-time intrusion detection on multiple hosts and
enhances scalability.

Although Kafka can guarantee the high-speed distribu-
tion of information, it needs to set a static distribution strat-
egy in advance. However, detection is a dynamic process,
and detectors with the same hardware conditions may have
different CPU and memory usage within a certain period.
For example, the consumption rate of a heavily loaded
machine may lag far behind the production speed. In this
case, the detector may have an anomaly, causing the cluster
detection time to be too long or even creating a denial of ser-
vice. Therefore, extending the Kafka architecture to ensure
the cluster’s load balance during the dynamic detection pro-
cess is still a significant challenge.

2.6 Threat Model and Assumptions

Our approach is designed with distributed clusters running
a distributed application that has been replicated on many
worker nodes. Workers can run as containers, virtual
machines, or bare metal hosts for provenance collecting.
First, we assume that a modeling period exists during which
system administrators can safely run their systems to capture
regular system activity. Second, we assume a trusted com-
puting platform is utilized for safeguarding the kernel
against attacks, so the underlying operating system, audit
engine, and monitoring data are all part of the TCB (trusted

Fig. 3. Kafka framework.
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computing foundation). Because Paradise detects intrusions
based on the provenance process entities and their depen-
dencies, some attacks that are unrelated to the process can be
challenging to detect. For example, the OpenSSL heartbleed
vulnerability (CVE-2014-0160) cannot be detected because
data leakage in memory will not generate system calls. Note
that it being difficult to detect attacks does not mean attacks
are undetectable. For example, CamFlow collects wget event
provenance. Although wget is a file entity in the W3C PROV
model, the file can still interact with specific processes, so
Paradise can still detect the abnormal dependencies and
make forensic analysis.

3 SYSTEM DESIGN AND IMPLEMENTATION

We first describe the overall architecture of Paradise, then
introduce specific design and implementation details. For
simplicity and clarity, we only present provenance that con-
forms to the OPM model as an example. Of course, different
provenance models can also be handled using the same
strategy of Paradise without losing detection accuracy.

3.1 Overall System Design

The overall system is shown in Fig. 4. The system is mainly
divided into three modules: provenance collection and pre-
processing, data distribution, and distributed intrusion
detection.

The provenance collection and preprocessing module
collects provenance and then converts the provenance
graph into process feature vectors. Later, those prepro-
cessed feature vectors are stored in the Redis memory
database to speed up intrusion detection and forensic
analysis by avoiding unnecessary disk I/O.

The data distribution module uses Kafka architecture to
distribute process feature vectors to different detectors rea-
sonably, paving the way for distributed real-time detection.
Although Kafka can evenly distribute the workload to the
partitions under the specified topic, it does not acquire the
resources of the detectors and may distribute the workload
to a detector with a heavy load. Therefore, we design a per-
formance monitoring and load balancing scheme to dynam-
ically adjust the load allocated to each detector according to

the detector’s resources, and thus achieve load balancing of
the detection cluster.

The distributed intrusion detection module uses multiple
detectors to perform real-time detection and aggregates the
results of all detectors. At the same time, Paradise can sup-
port the distributed IDSs by adding a flag to the vector to
determine whether the vector is a subgraph or a whole
provenance graph. Finally, after summarizing the results of
all detectors, we perform forensic analysis by looking up
the intrusion process to help administrators quickly locate
the system vulnerability. For more specific details, see
Section 3.4.1.

3.2 Collecting and Preprocessing

3.2.1 Provenance Collection

Paradise utilizes SPADE [10] to collect the provenance of
both normal and anomalous applications. It can also use
other provenance tracking systems (e.g., CamFlow [13] and
PASS [11]), which intercept system calls and generate file-
level provenance.

SPADE supports either structured or unstructured data-
bases to store provenance. For example, Graphviz is a com-
monly used visual graphical analysis tool that uses Graphviz
DOT [37] to store and analyze provenance data in order to
provide a structured view. Provenance nodes and edges col-
lected by SPADE are output to a file in DOT syntax, which
can fully present the provenance graph for intrusion analysis.

However, Graphviz is not conducive to querying, and
the provenance logs need to be further parsed. The prove-
nance node contains the object identifier and attributes such
as type, name, and time. The provenance edge represents the
type of system call. It contains the object identifiers of the
child node and the parent node and attributes such as type,
time, and operation.

3.2.2 Provenance Preprocessing

Paradise does not preserve the provenance of objects that
only reside on disks for a short period in order to save stor-
age space. Typically, these objects include temporary files
or pipes that appear during program execution [7]. They
bridge the transfer of information between different entities
but are unlikely to store intrusive information.

Paradise mainly detects process feature vectors that
record event behavior. The process nodes have attributes
such as name, type, and commandline and attributes such as
eid, uid, gid, and ppid, which will vary between repeated exe-
cutions and thus should be removed. The characteristics of
processes are primarily reflected in the type of dependen-
cies between them. For simplicity and clarity, we only pres-
ent the provenance that conforms to the OPM model as an
example. Of course, different provenance models also can
be handled using the same strategy.

Paradise focuses on four kinds of typical process depen-
dencies defined in OPM: Used, WasControlledBy, WasGenera-
tedBy, and WasTriggeredBy. Paradise computes the frequency
of the dependency type to obtain a process feature vector
represented as [No. of Used, No. of WasControlledBy, No. of
WasGeneratedBy No. of WasTriggeredBy] in Algorithm 1. Spe-
cifically, each process feature vector describes the substruc-
ture of a provenance graph. Note that isSub represents

Fig. 4. Paradise system framework. (�1 is putting the preprocessed data
into kafka topic. �2 is dynamically distributing the data to the detection
cluster. �3 is summarizing the results of different machines to obtain the
final detection result. �4 is employed for forensic analysis.)
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whether the vector is a subgraph or a complete graph, and
proName is the corresponding vector field indicating which
event the subgraph belongs to.

The provenance is stored in a Redis memory database, as
shown in Table 1. Among other reasons, we build around
Redis because the provenance in Redis will not disappear in
the case of a power failure. NameDB stores the mapping
relationship between the provenance node hash value and
the node name, using the hash value as the key, and the
node name as the value. ParentDB and ChildDB store the
dependency between the child node and the parent node.
VectorDB stores the process node and its provenance fea-
ture vector. The feature vector of a process is extracted and
constructed according to Algorithm 1.

Note that there exist many edges that start from the same
node in a provenance graph. It takes time to identify all
these edges in the graph query process when storing these
edges as separate key-value items. Paradise employs Redis
to store these edges into a single item where the key is the
start node, and the value is a set of the end nodes of edges
from the same start node. This improves query efficiency by
reducing the number of items in the database.

Algorithm 1. Extract Process Vector

Input: GðV; EÞ //Provenance Graph
Output:Y //Process Vector
1: for each dept : ðvi ! vjÞ in E,

dept 2 ff1 : Used; . . . ; f4 : wasTriggeredByg do
2: if type of vi is Process then
3: vi:ft þþ
4: end if
5: if type of vj is Process then
6: vj:ft þþ
7: end if
8: end for
9: for each vi in V do

10: if type of vi is Process then
11: create new instance YiðisSub, proName, yi1, yi2, yi3,

yi4)
12: for all yij in Yi do
13: yij ¼ vi:fj

14: end for
15: end if
16: end for
17: return Y

3.3 Adaptive Data Distribution

The data distribution module is used to transfer the feature
vectors to the detection cluster based on an improved version
of Kafka. The host that collects the provenance information is

the producer, a detection cluster is a consumer group, and
the Kafka server is an intermediary for message distribution.

Though Kafka could distribute data evenly to the differ-
ent detectors, detectors with the same hardware may have
different resource consumption in a given period. Once the
consumption rate lags far behind the production speed, the
detector may have an anomaly such as a denial of service. In
order to better avoid data loss and achieve load balancing of
the detection cluster, we design a performance monitoring
and data distribution module to enhance the Kafka architec-
ture to address these issues. The performance monitoring
and load balancing module monitors the detector perfor-
mance by periodically acquiring detector performance met-
rics (such as CPU usage and memory usage) in order to
control the amount of data distributed to detectors. This
method can automatically and reasonably allocate data, as
well as ensuring load balancing and making full use of the
performance of the detector cluster.

The steps for the data distribution module are as follows:
Step 1: Each detector collects its performance indicators,

such as CPU usage and memory usage.
Step 2: If the value of a detector’s (named detectorA) per-

formance metrics is greater than the performance threshold
TC , the load of the machine is considered to be too heavy.
DetectorA will not subscribe to the topic but “sleep” for a
unit of time, thus the other detectors will consume the data
originally intended to be sent to detectorA.

Step 3: When the performance indicator value is less than
the performance indicator threshold TC or after “sleeping”
for a certain period of time, detectorA resubscribes to the
topic for consumption.

This data distribution module can realize a self-con-
trolled consumption rate according to the consumption
capacity of the detector, avoid denial of service and network
congestion issues with detectors, and achieve load balanc-
ing of entire clusters.

3.4 Distributed Intrusion Detection

Real-time intrusion detection is achieved by using multiple
detectors to detect provenance information distributed by
improved Kafka servers. This module is mainly divided
into two parts: intrusion detection and forensic analysis.

3.4.1 Intrusion Detection

Typically, when the workload of a detector is very heavy,
and the detector needs to “sleep” for a while, it is much easier
to estimate the time interval based on a vector-based detec-
tion method, rather than graph [7] or path-based detection
[6] methods. Since the vector format is fixed, the detection
time of each vector with Paradise is more stable and has less
fluctuation. The graph or path-based detection methods, on
the other hand, judge anomaly degrees of a single prove-
nance path or the whole provenance graph. Thus the detec-
tion time may vary significantly for different events, which is
not conducive to load balance in distributed environments.

The intrusion detection algorithm is shown in Algorithm
2. Paradise first calculates the similarities between a process
feature vector Xi in the test set and all normal process fea-
ture vectors Y ½n� in a training set to determine whether Xi

is abnormal. Paradise mainly detects units of processes, and

TABLE 1
Provenance Database

Database Key Value

NameDB node hash value node name
ParentDB child node hash value parent node hash value
ChildDB parent node hash value child node hash value
VectorDB process node hash value process feature vector
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the feature vectors of each process in the provenance graph
are independent. Unlike sliding window detection (FRAP)
[5], the sequence of detection does not affect Paradise detec-
tion results. The different feature vectors of the same prove-
nance graph can be determined by any detectors, so it is
very suitable for distributed detection environments.

Algorithm 2. Distributed Intrusion Detection

Input: Xi, Y ½n�, isSub, proName, T , k
//Xi : Test set feature vector
//Y ½n� : Training set feature vectors
//isSub : A flag to determine whether the vector

is a subgraph or a complete graph
//proName : A corresponding field to indicate which

event the provenance subgraph belongs to
//T : Predefined similarity threshold
//k : Predefined threshold of the nearest

vector’s number

Output: temp � result, results //Detection results

1: for each feature xj 2 Xi do
2: xj ¼ ð1 � e�axjÞ=ð1 þ e�axjÞ
3: end for
4: for each process feature vector Yj in Y ½n� do

5: dðXi, Yj) =
ffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffiffi
ðx1 � y1Þ2 þ . . . þ ðx4 � y4Þ2

q

6: if dðXi, Yj) == 0 then
7: isNormal ¼ true == Xi is normal
8: exit
9: end if

10: end for
11: sort dðXi, Y ½n�) in increasing order
12: get top k records and calculate avg d(Xi, Y ½n�)
13: if avg d(Xi, Y ½n�) > T then
14: isNormal ¼ false == Xi is abnormal
15: else
16: isNormal ¼ true == Xi is normal
17: end if
18: if isSub then
19: upload (Xi, isNormal, proName) to temp-result
20: else
21: upload (Xi, isNormal, proName) to results
22: end if

We use euclidean distance to calculate the similarity
between the feature vectors. Then we arrange the results in
ascending order and calculate the average value of the first
k shortest distances. If the average distance is higher than a
predefined T , the system is considered to be attacked and
an alert is triggered. After getting the detection result, Para-
dise judges whether the process vector belongs to a sub-
graph for each vector in a detector. If this vector belongs to
a provenance subgraph, we will output the result to a temp-
result in the detector. Otherwise, we directly upload this
result to the final results. We merge all the temp-results for
different detectors into the final results. Generally speaking,
intrusion detection in Paradise includes two steps; the first
step is to calculate and compare the similarities of the pro-
cess vectors, and the second step is to record and summa-
rize the sub-graph detection results.

In Algorithm 2, Paradise first obtains the feature vector
X = [x1, x2, x3, x4] of the process node according to

Algorithm 1. x1 indicates the frequency of Used, x2 indicates
the frequency of WasGeneratedBy, x3 indicates the frequency
of WasTriggeredBy, and x4 indicates the frequency of Was-
ControlledBy. Then, Paradise uses Equation (2) to normalize
the feature vector in training and testing to obtain the fea-
ture vectors X = (xf1, xf2, xf3, xf4) and Y = (yf1, yf2, yf3, yf4)
respectively.

xfi
¼ ð1 � e�afiÞ=ð1 þ e�afiÞ: (2)

In Equation (2), e is a natural constant, fi is a feature in the
feature vector, and a is a constant, the value of which
depends on the frequency of the process relationship type.
Note that for different process characteristics, a is generally
different. Since some system daemons always read and write
files in the system, we have adopted a normalized method to
handle feature vectors in order to reduce the impact of these
normal processes. In our experiments, we tested the case
where a is 1, 10, and 100. When the a value for WasControl-
ledBy is 100 and the a value for other types of relationships is
1, the detection rate is 100% and the false alarm rate is 0%.
Through this normalization formula, the values can be well
distributed between 0 – 1. We perform vector deduplication
on the training set to enhance the detection efficiency and
avoid repeatedly calculating the similarity distance.

The detector in Paradise only extracts the process node
feature vectors and does not traverse the whole provenance
graph. More importantly, Paradise could be applied to dif-
ferent provenance models with the same strategy in order
to avoid data conversion and reduced detection accuracy
(see Section 2.4 Exploring process characteristics for intru-
sion detection).

3.4.2 Forensic Analysis

After Paradise identifies an intrusion process, we use BFS
(Breadth-first search) for intrusion forensic analysis, which
uses the anomaly process node as the tracking root node. A
BFS is used in forensic investigation because Paradise con-
structs the feature vector based on the neighbor graph,
which a BFS can represent.

After the root of intrusion is identified, all nodes con-
nected to the intrusion source root are regarded as abnormal
nodes. Then, they are added to the anomalous provenance
events and marked as an intrusion. The edge is also added
to the anomalous provenance graph, which can be further
used to analyze the files affected by the intrusion. For exam-
ple, Paradise identifies the process cc1 and process sh fea-
ture vectors as abnormal so that the intrusion file malicious
file and the leaked sensitive file C can be easily located in
Fig. 2. After knowing that a malicious file caused the intru-
sion, administrators can quickly locate the vulnerability in
the wget process.

4 EXPERIMENTAL EVALUATION

Our assessment addresses the following research questions:
Q1. Can Paradise detect intrusions on the different prov-

enance model datasets? (Section 4.2)
Q2. How accurate at detection is Paradise compared to

an existing state-of-the-art IDS on open-source datasets?
(Section 4.2)
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Q3. Can a dynamic distribution strategy accelerate Para-
dise’s detection speed? (Section 4.3)

Q4. What are Paradise’s memory utilization and prove-
nance growth overhead during system execution? (Section 4.4)

We compare the detection accuracy between Paradise
and Pagoda, FRAP, and Unicorn on different datasets (Q2).
We show that Paradise can detect intrusion in actual APT
activities (Q1). Finally, we used CamFlow in a controlled
laboratory environment to create our own simulated APT
attack dataset to test whether Paradise can be accelerated in
a distributed environment (Q3) and analyze Paradise’s
overhead performance (Q4).

4.1 Experimental Setup

The experimental host runs a Windows 10 Pro 64-bit operat-
ing system. There are thirteen virtual machines in the host
as shown in Table 2. Three machines are used as the
invaded machine to collect provenance, one machine is
used as the attack machine, one machine is used as the
Kafka server, and the other eight machines are used as the
detection cluster. To evaluate the performance of Paradise,
different kinds of applications are tested in Table 4. These
provenance data are obtained by different provenance col-
lection systems and have different numbers of training files
and process feature vectors.

PASS Traces. Vsftp trace is already used in PIDAS [6]. The
vulnerable application proftp (1.3.3c) has a backdoor com-
mand execution vulnerability that allows remote attackers
to access the system. The phishing email is a typical APT
attack on users who click a web link in a malicious email to
open a downloadable malicious backdoor program.

SPADE Traces. Attackers can use malicious code to
exploit application traces in order to execute remote attacks
[6], [8].

Simulated CamFlow Trace. We simulate an attacker initiat-
ing an exploit via the Metasploit framework from a remote
machine to attain the root shell, thereby obtaining simulated
traces. Note that although we simulate those attacks, we still
collect the simulation data with the CamFlow system.

Open-Sourced CamFlow SC-1 Trace. The Attacker discovers
that an enterprise continuously downloads Debian packages
through wget (version 1.17 CVE-2016-4971), which is vulner-
able to arbitrary remote file upload. The attacker inserts a

popular remote access trojan (RAT) into a Debian package
and hacks one of the repositories, redirecting all legitimate
package download requests to the attacker’s FTP server,
which hosts the RAT-embedded package. The CI server mis-
takenly installs this malicious package when it downloads
and installs the legitimate package. The attack uses this RAT
to create a reverse TCP shell session on the CI server by
establishing a C&C channel. Then the attack changes the CI
server settings to obtain control of the CI deployment output.

DARPA OpTC Trace. The DARPA TC program achieved
a better knowledge of APT attacks by collecting several
datasets, including many harmful behaviors that mimic
APT situations in an enterprise network environment. The
Operationally Transparent Cyber (OpTC) dataset [38] is the
most recent version of these datasets. Almost 17 billion
records in this dataset detail benign and abnormal behav-
iors through a network and host-level log. The dataset’s
sheer size and abundance of information make it ideal for
detecting APTs. The malicious events of this host include
instances of data filtering through Netcat and RDP, and mal-
ware upgrades through notepad (When the susceptible pro-
gram notepad is updated, it connects to a malicious server
and downloads a binary program called update.exe). All
these malicious activities are consistent with the behavior of
APT. Therefore, this OpTC dataset is an excellent sample
for APT detection or APT classification research. The OpTC
organizers first record benign behavior, followed by mal-
ware injection behavior. The OpTC dataset contains mali-
cious events executed within three days of the evaluation
period, and benign behaviors ran continuously during the
injection activity. Paradise is a host-based intrusion detec-
tion system. We extract and label provenance data from the
cluster hosts that contain both abnormal and normal behav-
iors based on the ground truth [39] in the period.

Compared with the SPADE and CamFlow (not including
percona-root trace) traces, the PASS trace has less depen-
dencies. The first two applications of CamFlow traces are
collected in OPM format, and the last four applications of
CamFlow traces are collected in W3C PROV format. The
OpTC dataset is based on the eCAR [41] data format.

4.2 Paradise versus State-of-the-Art

4.2.1 Evaluation Indices

As shown in Table 3, the cross-list of the confusion matrix
can be used to evaluate the detection rate and false alarm
rate of the intrusion detection methods.

TP (True Positive) represents the number of abnormal
provenance graphs correctly classified as abnormal;

TN (True Negative) represents the number of normal
provenance graphs correctly classified as normal;

TABLE 2
Descriptions of Machines

Machine type Operating
system

Number of
processors

RAM Hard
disk

Invaded
machine (1)

Ubuntu 16.04
LTS

1 8G 500G

Invaded
machine (2)

fedora29 4 16G 200G

Invaded
machine (3)

Ubuntu 16.04
LTS

2 16G 100G

Attack machine Kali Linux
18.4

2 4G 100G

Kafka server Ubuntu 18.04
LTS

8 8G 100G

Detector Ubuntu 18.04
LTS

1 2G 200G

TABLE 3
Confusion Matrix

Predictive Value

Abnormal Normal

Actual Value
Abnormal TP FN
Normal FP TN
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FP (False Positive) represents the number of normal
provenance graphs misclassified as abnormal;

FN (False Negative) represents the number of abnormal
provenance graphs misclassified as normal.

The detection rate TTPR (True Positive Rate) shows the
percentage of intrusion provenance graphs that have been
correctly classified. The calculation method is shown in
Equation (3)

TTPR ¼ TP=ðTP þ FNÞ: (3)

The false alarm rate TFAR indicates the fraction of normal
provenance graphs that have been judged as anomalies.
The calculation method is shown in Equation (4)

TFPR ¼ FP=ðTN þ FP Þ: (4)

Winnower [21] is the most relevant provenance-based dis-
tributed detection system to Paradise. However, there is a lack
of unified datasets and data formats for provenance graph-
based detection. Neither winnower code nor datasets are pub-
licly available. We also do not find the result of its related detec-
tion metrics, such as detection rate and false alarm rate.
Therefore, it is not very convenient for us to do comparative
experiments with Winnower. So, we measure these evaluation
indices by comparing four intrusion detection methods:

� detection method based on sliding window (FRAP) [5]
� detection method based on provenance graph and

path (Pagoda) [7]
� detection method based on data histogram (Unicorn)

[19]
� detection method based on process feature vectors

(Paradise)
Pagoda [7] identifies hidden and complex attacks (such as

APT) in a big data environment by considering the anomaly
degree of a single provenance path and the entire graph. Uni-
corn [19] models system behavior using structured prove-
nance graphs that show causality relationships between
system objects and summarize the graph as a data histogram,
which can evolve over time. Since UNICORN is a successor of

FRAP, we choose the FRAP detection method as the baseline
for comparison of detection accuracy. We first perform a sen-
sitivity analysis of Paradise, then we show the results of each
application trace for all intrusion detection methods in Fig. 5.

4.2.2 Threshold Chosen

Table 5 shows how different thresholds k and T impact the
detection accuracy of Paradise. Threshold T represents the
similarity threshold. The k nearest vectors are selected to
calculate the similarity distance.

Note that the theoretical upper limit of the T between dif-
ferent provenance models is generally different. For exam-
ple, the theoretical upper limit of T for OPM is 2 (euclidean
distance between the vector [0, 0, 0, 0] and the vector [1, 1, 1,
1]). However, the similarity distance between different
provenance model vectors in our experimental results is
mostly less than 1. So the similar distance thresholds T are
set to 0.1, 0.3, 0.5, 0.7, and 0.9. The smaller the distance
between vectors, the more similar they are.

In theory, the larger the value of k, the larger the average
of the k shortest similarity distance, which will increase
both detection rate and false alarm rate. The false alarm rate
can be very high when k exceeds 3. In that case, the prove-
nance graph can be easily judged as abnormal even if a few
process vectors are similar to the rule database vectors.

In SPADE and CamFlow traces, most traces can be
detected correctly. However, there is an abnormal file in the
webmin trace whose feature vectors are all in the normal
training set, which causes the file to be incorrectly detected,
resulting in an average detection rate of 99.5%. In the best
case, the threshold (T � 0:3) for testing the data collected by
SPADE is slightly larger than the threshold used in PASS
(T ¼ 0:1) because the differences between process feature
vectors in PASS are not as obvious as the others. Hence, a
smaller threshold (T ¼ 0:1) needs to be taken. When using
Paradise to detect PASS traces, T is set around 0.1, and the k
is set around 3, when using Paradise to detect SPADE traces,
T exceeds 0.3, and the k is set around 3, and when using Para-
dise to detect CamFlow traces, T is lower than 0.3.

TABLE 4
Descriptions of Intrusion Traces (�1 Represented Using CamFlow to Create Simulated Attack Dataset)

Provenance system Dataset name CVE Number

Train set Test set

SourceNumber of files Normal behavior Abnormal behavior

Number of files Number of files

SPADE

samba CVE-2017-7494 100 (Raw data 101 MB) 51 (Raw data 10.4 MB) 51 (Raw data 40.7 MB)

[8]
tomcat CVE-2017-1217 100 (Raw data 36.4 MB) 51 (Raw data 21.7 MB) 51 (Raw data 14.9 MB)
wordpress CVE-2019-8943 100 (Raw data 36.3 MB) 51 (Raw data 19.2 MB) 51 (Raw data 20.7 MB)
webmin CVE-2019-9624 100 (Raw data 112 MB) 51 (Raw data 46.9 MB) 51 (Raw data 75.5 MB)

CamFlow

samba CVE-2017-7494 100 (Raw data 9.08 MB) 100 (Raw data 2.82 MB) 100 (Raw data 2.06 MB) �1 [40]
webmin CVE-2019-9624 100 (Raw data 4.31 MB) 94 (Raw data 4.41 MB) 64 (Raw data 8.49 MB)

tomcat-remote CVE-2016-5425 99 (Raw data 1.75 GB) 10 (Raw data 178 MB) 10 (Raw data 642 MB)
�1percona-root CVE-2016-6664 99 (Raw data 4.64 MB) 10 (Raw data 480 KB) 10 (Raw data 884 KB)

mysql-race CVE-2016-6663 100 (Raw data 5.07 MB) 10 (Raw data 520 KB) 10 (Raw data 520 KB)

SC-1 CVE-2016-4971 100 (Raw data 46.0 GB) 25 (Raw data 16.6 GB) 25 (Raw data 13.9 GB) [19]

PASS
vsftp CVE-2011-2523 300 (Raw data 1.07 MB) 48 (Raw data 228 KB) 110 (Raw data 0.99 MB)

[7]proftp N/A 30 (Raw data 1.84 MB) 12 (Raw data 873 KB) 102 (Raw data 520 KB)
phising email — 20 (Raw data 1.55 MB) 57 (Raw data 4.09 MB) 200 (Raw data 11.0 MB)

ETW eCAR OpTC DARPA — 10 (Raw data 10.4 GB) 2 (Raw data 2.45 GB) 6 (Raw data 3.23 GB) [38]
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Note that in Fig. 1, wget is a file entity collected by the
CamFlow system in the provenance graph. This file entity
also interacts with specific process entities in the SC-1

dataset. Therefore, Paradise can also detect this intrusion.
However, the threshold k needs to be expanded (e.g., one
percent of the quantity in the rule base but no more than

TABLE 5
Average Detection Rate and Average False Alarm Rate for Paradise for all the Datasets (Except SC-1 and Optc Darpa Datasets) in

Different Thresholds k and T (k Represents the Number of the Nearest Vectors and T Represents the Similarity Threshold)

Evaluation Index threshold T

SPADE PASS CamFlow

Value k

1 3 5 7 1 3 5 7 1 3 5 7

Detection Rate 0.1 99.5% 99.5% 99.5% 99.5% 99.8% 99.8% 99.8% 99.8% 100.0% 100.0% 100.0% 100.0%
0.3 99.5% 99.5% 99.5% 99.5% 42.3% 76.2% 76.2% 76.2% 99.3% 100.0% 100.0% 100.0%
0.5 99.5% 99.5% 99.5% 99.5% 7.0% 40.2% 66.8% 66.8% 42.8% 99.3% 100.0% 100.0%
0.7 99.5% 99.5% 99.5% 99.5% 0.0% 6.0% 33.0% 33.0% 15.4% 15.4% 15.9% 17.0%
0.9 99.5% 99.5% 99.5% 99.5% 0.0% 0.0% 0.0% 0.0% 15.4% 15.4% 15.4% 15.4%

False Alarm Rate 0.1 4.5% 6.0% 7.5% 9.5% 3.9% 3.9% 17.8% 26.1% 0.0% 0.0% 0.0% 0.0%
0.3 0.0% 0.5% 2.0% 2.0% 2.7% 3.9% 3.9% 3.9% 0.0% 0.0% 0.0% 0.0%
0.5 0.0% 0.0% 0.0% 0.0% 2.7% 2.7% 2.7% 2.7% 0.0% 0.0% 0.0% 0.0%
0.7 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% 2.7% 2.7% 0.0% 0.0% 0.0% 0.0%
0.9 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% 0.0% 2.7% 0.0% 0.0% 0.0% 0.0%

Fig. 5. Detection rate versus false alarm rate for different applications using different intrusion detection methods. For each application, we show the
value for Paradise for different thresholds T . We also show the value for Pagoda for different graph thresholds and set the path threshold to 0.9 to
minimize the false alarm rate. Each point in the figure shows the performance of a method at a certain threshold. FRAP has only one point because
it only judges whether the intrusion instance is located in the existing cluster in the rule database and does not define multiple thresholds like the
other two methods. Pagoda and Paradise methods have only one point in some specific applications because their values overlap under different
thresholds. The upper-left point achieves the best performance in both detection rate and false alarm rate.
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one-tenth of the quantity in the rule base) for accurate detec-
tion. The threshold T remains unchanged at 0.1, and the
experimental results are shown in Fig. 5.

4.2.3 Detection Results

1) PASS Trace. Paradise is significantly better than the other
methods, with a lower false alarm rate and a higher detec-
tion rate in the best case. However, compared with Pagoda,
Paradise has a vast distribution in the detection rate. The
main reason is that Pagoda detects more rigorously in fewer
dependencies instead of simply considering the dependen-
cies related to the process node. Paradise only takes into
account the average similarity distance of process feature
vectors. Since there are fewer process nodes in the PASS
trace training data, the changes in the average similarity dis-
tance of process vectors are more sensitive in Paradise, lead-
ing to a wide distribution of the detection rate. FRAP is a
streaming computing method that uses a sliding window to
extract the feature; thus FRAP cannot fully detect the origi-
nal provenance graph, resulting in poor performance. Uni-
corn has poor detection accuracy on these datasets partly
because the dataset is converted to conform to the Unicorn
format, which will lose accuracy. Additionally, these data-
sets have fewer dependencies, making Unicorn unable to
establish a complete detection model.

2) SPADE Trace. Paradise performs best on the SPADE
trace. The false alarm rate of Pagoda is very high, especially
in the case of the dependency explosion in the four server
applications of the SPADE trace. False alarms are easy to
cause in Pagoda when the graph threshold is small. Paradise
achieves a lower detection rate when the T is large. More-
over, A large threshold T indicates that Paradise can toler-
ate significant differences between the process feature
vectors. Therefore, Paradise can easily misjudge abnormal
vectors as the rule database vectors (see Section 4.2.2). This
phenomenon shows that we can choose an appropriate
threshold to obtain the best results. The detection accuracy
of FRAP is very low because it only regards a part of the
event graph as the detection object at a time. Due to the loss
of precision of the converted data format, Unicorn cannot
achieve ideal detection results.

3) Simulated CamFlow Trace. In most applications, the per-
formance of Paradise is significantly better than the other
methods. The false alarm rate for Paradise is nearly 0% in
Fig. 5. Unlike the SPADE trace, all CamFlow trace files used
to test the false alarm rate contain some normal events dif-
ferent from the normal training dataset. Paradise only con-
siders the process feature vectors for classification and does
not care about the path length and size of the provenance
graph. Since Paradise calculates the average similarity dis-
tance, it is less sensitive to whether the path is in the rule
database. Thus, the false alarm rate of Paradise is much bet-
ter than that of Pagoda. Note that Paradise and Unicorn
could achieve ideal detection results on traces that conform
to the W3C PROV model. In the traces conforming to the
OPM model, Paradise’s detection accuracy is significantly
better than Unicorn owing to loss of data accuracy in the
conversion of Unicorn’s data format.

There are two types of intrusion traces (samba and
webmin) that use different provenance models (OPM and

W3C PROV) and different provenance collection systems
(SPADE and CamFlow). However, Paradise can still get
ideal detection results, which shows that Paradise can be
applied to different provenance models and provenance
collection systems without data conversion, avoiding infor-
mation loss during conversion.

We also evaluated the detection accuracy of Unicorn’s
open-source SC-1 dataset for fairness, as shown in Table 5.

4) Open-Sourced CamFlow SC-1 Trace. Paradise has a false
alarm rate of 0% under different thresholds k. The main rea-
son may be that the original Unicorn SC-1 dataset is not con-
tinuous in time, so Paradise employs an active learning
method called Expected Model Change [42] for training set
construction. Among the 125 normal files, files with signifi-
cant differences in process feature vectors were selected as
the ruleset to ensure that Paradise can collect normal user
behaviors as much as possible. In order to further verify the
problem of false alarm rate, we drew on Xanthus’s [43]
related work. Based on the original normal behavior of Uni-
corn, we repeatedly simulated 100 groups of normal behav-
ior on our virtual machine, tested the false alarm rate, and
found that the false alarm rate was still 0% with the same
best threshold in the SC-1 dataset.

5) DARPA OpTC Trace. The open-sourced DARPA Oper-
ationally Transparent Cyber (OpTC) dataset is comprised of
six days of normal behavior data and abnormal behavior
data for the next three days, which are continuous in time.
We take the normal behavior of the later four days as the
rule database, the first two days’ behavior as the false alarm
detection set, and the abnormal behavior as the detection
set. The reason for this selection is to ensure detection accu-
racy by considering concept drift as defined in Unicorn [19]
(The underlying statistical features of the streaming prove-
nance graph alter over time as a result of changes in system
behavior). Because of the concept drift problem, if the thresh-
old is low (T < 0:5), Paradise’s false alarm rate will be
abysmal. The result shows that Paradise could identify
abnormalities in long-running systems on a variety of appli-
cations with accuracy (T > 0:5). OpTC is in the eCAR for-
mat data, which lacks the critical node attribute information
defined in Unicorn [19], leading to a poor false alarm rate.
The attack initiated APT assaults utilizing several attack
channels during the engagement, accounting for less than
0.0016 percent of the audit data volume. Even though the
assaults are hidden within a plethora of normal behavior,
Paradise can still identify the intrusion without prior knowl-
edge of the attack.

Overall, in most applications, the performance of Para-
dise is significantly better than the other methods. Com-
pared with Pagoda, Paradise mainly uses process features
as detection objects instead of provenance graphs or paths,
thereby reducing to some extent the attacker’s means of
evading detection (e.g., adding many normal behaviors in
anomaly graphs). In addition, Paradise also needs to sum-
marize all the detection results of subgraphs to obtain the
final result in order to obtain an excellent detection accu-
racy. The poor accuracy of FRAP is because it uses a sliding
window to detect only a part of the provenance graph each
time. Compared with Unicorn, Paradise has better generali-
zation capabilities and can be applied to different prove-
nance models without additional data conversion.
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4.3 Scalability Analysis

In this experiment, we use the CamFlow tomcat-remote data-
set [19], of which 1.75 GB data is used as the training set and
820 MB data is used as the test set. The detector machines in
the cluster are tested under low load (CPU and memory
resources are sufficient for Paradise intrusion detection) and
high load (only 30% CPU resource is available for Paradise
intrusion detection by using Stress-ng [44] tools) respectively.
Cluster detection time overhead and cluster throughput are
the average results of running the Paradise six times. It is
worth noting that after an average of 86.86s of preprocessing
steps, we finally get 3.3 MB process feature vector data that
needs to be distributed for detection.

The test results are shown in Figs. 6 and 7. Generally
speaking, cluster detection time decreases with the increase
of cluster detectors, and cluster throughput increases with
the increase of cluster detectors.

For high load cases when the number of detectors in the
cluster is 2, 4, and 8, the adaptive data distribution scheme
can effectively reduce the detection time of the cluster by
25%–30% and improve the throughput of the cluster by
45%–60% simultaneously. This is because multiple detectors
share the tasks of the detector with the higher load to allevi-
ate the performance bottleneck of the cluster, ensuring the
detection efficiency of the cluster. However, if the detection
cluster has only one detector with a high load, there are no
additional machines to share the load, but the improved
scheme still needs to monitor the performance indicators
(CPU and memory resource) of the detector (which may
sleep for a certain time under high load conditions), leading
to a worse result than the original case.

For the low load case, similarly, the improved scheme
needs to monitor the performance indicators of the detector.
However, cluster throughput will be only reduced by 3%–
5%, and the cluster detection time will be only reduced by
3%–6%.

4.4 Overhead Analysis

We mainly analyze the three aspects of provenance growth
overhead, memory overhead, and time overhead.

1) Provenance growth overhead. We tested the prove-
nance growth overhead of the three intrusion detection
methods, for webmin, wordpress, and samba datasets [8] as

shown in Fig. 8. Paradise reduces the space overhead by
about 70% compared to the original case by aggregating
similar provenance items and only storing the process
nodes and their dependencies. It has less space overhead
than Pagoda, because Pagoda extracts all the nodes and
their dependencies, while Paradise only extracts the process
nodes and their feature vectors. Unicorn computes the char-
acteristics of the provenance graph and summarizes the
graph as a data histogram based on the degrees of the node.
It retains all the features of the provenance graph on the
disk, and the number of node labels will increase over time.
Therefore, it has a larger space overhead than the original
provenance data. Paradise generates an average of 73 MB of
provenance information per hour and 1.71 GB for one day
which is acceptable using today‘s cheap disk.

2) Memory overhead. The runtime memory overhead for
the three intrusion detection algorithms is sampled per sec-
ond, and the average value is computed to obtain the mem-
ory overhead generated by running the Tomcat application
as shown in Fig. 9. The memory overhead for both Pagoda
and Paradise mainly consists of two parts: the memory
overhead of the detection process and the Redis server pro-
cess used to speed up the query and detection. Redis server
processes for both Pagoda and Paradise have comparable
memory overhead (18 MB). The Paradise detection process
detects intrusion by computing the similar distance between
process feature vectors of each intrusion event, thus it needs
to traverse the nodes and edges in the whole provenance
graph only once. However, the Pagoda detection process
detects intrusion by taking into account the anomaly
degrees of both the path and graph of each intrusion event,
thus it needs to traverse the nodes and edges in the whole
provenance graph many times. Therefore, Pagoda con-
sumes more memory than Paradise. As Unicorn stores
provenance on disk, the memory overhead for Unicorn lies
in the detection process. As it only extracts part of the prov-
enance graph for detection each time, it has the least mem-
ory overhead.

3) Time overhead. The test time overhead is the average
of running the intrusion detection method six times. The
test result is presented in Fig. 10. Both Pagoda and Paradise
get the rules from the Redis database, so the detection time
is relatively small. Unicorn needs to get full context-knowl-
edge of multiple levels of ancestors and descendants of each

Fig. 6. Average detection time for different numbers of detectors on
CamFlow trace. High-load means there is one detector machine in the
cluster that is under a high load.

Fig. 7. Cluster throughput for different numbers of detectors on Cam-
Flow traces. High-load means there is one detector machine in the clus-
ter that is under a high load.
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node, greatly increasing the detection time. Compared with
Pagoda, Paradise only extracts the process features in the
provenance graph for detection, without matching the prov-
enance paths one by one, so it has the smallest time
overhead.

5 RELATED WORK

In this section, we review related work on host-based intru-
sion detection systems, forensic analysis, and distributed
intrusion detection.

5.1 Host-Based Intrusion Detection

There are some existing works on host-based intrusion
detection. Forrest et al. [45] first proposed to extract short
system call sequences from normal processes and used
these short sequences to build a normal database to detect
anomalies. Hofmeyr et al. [46] calculated the Hamming dis-
tance between the different sequences of system calls. By
comparing the minimum Hamming distance with a user-
defined threshold, anomalies can be identified. Jiang et al.
[47] proposed a varied-length n-gram model to characterize
the provenance and constructed automata to detect anoma-
lies. Liao et al. [48] proposed O-kNN, a kNN-based intrusion
detection method that uses TF-IDF [31] for vector prepro-
cessing and classification according to the cosine similarity

between vectors. However, the cosine similarity is prone to
misjudgment, resulting in a decrease of detection accuracy.
Yao et al. [49] proposed a unified framework that depicts
the anomaly detection models and ranks them by their
detection capabilities and proved the theoretical accuracy
limit of the anomaly detection.

Recently, with the research hotspots of neural networks,
some researchers have applied them to intrusion detection.
Creech et al. [50] obtained semantic features by analyzing
discontiguous system call patterns, and used these semantic
features as the input of a neural network to determine
whether traces are abnormal. Sun et al. [51] proposed ZePro,
a method to use a probabilistic Bayesian network to identify
zero-day attack paths. Shu et al. [52] proposed a content
detection technique by comparing the similarity of two sam-
ple sequences to detect the leakage of sensitive information
in file content or network traffic. To achieve high analytical
throughput, the method can be parallelized on multiple
CPU and general purpose GPU platforms. Shone et al. [53]
proposed NDAEs, a deep learning classification model con-
structed by stacked Non-symmetric Deep Auto-Encoder
(NDAE), which combines NDAE with RF classification
methods to reduce analysis overhead and improve detec-
tion accuracy. Although machine learning algorithms begin
to show advantages in intrusion detection, the training of
neural networks can be complex with a large time overhead.

Fig. 9. Memory overhead of different intrusion detection methods on
Tomcat application.

Fig. 10. Average detection time of different intrusion detection methods
for a wide variety of intrusion applications in one detector machine.

Fig. 8. Provenance growth overhead of different intrusion detection methods for webmin, wordpress and samba applications.

1636 IEEE TRANSACTIONS ON DEPENDABLE AND SECURE COMPUTING, VOL. 20, NO. 2, MARCH/APRIL 2023

Authorized licensed use limited to: Huazhong University of Science and Technology. Downloaded on March 23,2023 at 04:01:03 UTC from IEEE Xplore.  Restrictions apply. 



There are also a variety of works on provenance-based
intrusion detection. Han et al. [5] proposed FRAP to use nor-
mal behavior to construct a model, and used a dynamic slid-
ing window method to compare a new instance with the
model to judge whether an attack has occurred. Nwafor
et al. [54] proposed a method for intrusion detection using
the provenance of the sensor data of IoT devices. This
method compares the observed provenance graph with the
known provenance graph of an application to determine
whether an intrusion has occurred. However, in a massive
data environment, the provenance graph size will become
large and the provenance path will become long, resulting
in a poor performance. Milajerdi et al. [20] proposed
HOLMES to detect advanced persistent threats. HOLMES
forms a provenance graph by using APT-related events.
Then it builds a high-level scenario graph (HSG) as an
abstraction over the provenance graph to bridge the seman-
tic gap between a low-level system-call view and a high-
level APT kill-chain view, and uses HSG to judge whether
an attack has occurred. Han et al. [19] proposed Unicorn
which uses an efficient graph analysis method (called graph
sketching) that contains rich contextual semantics and his-
torical information of provenance to judge APT attacks. In
our previous work, we proposed PIDAS [6] to use the inher-
ent dependence in provenance information to analyze an
attack path. Later, we designed Pagoda [7] to identify steal-
thy and sophisticated attacks (e.g., APT) in big data environ-
ments by taking into account the anomaly degrees of both a
single provenance path and the whole provenance graph.
However, all these methods are designed for the detection
in a single host, and thus they have limited detection capa-
bilities and cannot tolerate the failure of a single node.

5.2 Forensic Analysis

Provenance has also been extensively used in forensic anal-
ysis [55], [56], [57], [58], [59], [60]. Chris et al. [60] developed
a tool called EviHunter that summarizes the AED (Applica-
tion Evidence Database) by static analysis of a large number
of applications to automatically identify evidence data in
the permanent storage of Android devices. Zhou et al. [55]
proposed secure network provenance (SNP), which pro-
vides network forensics by tracking down faulty or abnor-
mal nodes and assessing the damage such nodes may cause
to the rest of the system. This method collects the prove-
nance of the entire system, and is not suitable for online
detection requirements in massive data environments
because of the dependency explosion. Many techniques
such as partitioning and logging [3], [61] have been sug-
gested to reduce the size of the provenance. Tang et al. [62]
also proposed a data reduction system named NodeMerge
for online storage that directly processes system-related
data and achieves data reduction according to their access
pattern.

5.3 Distributed Intrusion Detection

MIDeA [63] is a parallel intrusion detection architecture,
which uses multi-queue NICs, multiple CPUs, and multiple
GPUs to avoid locking and thus optimizes data transfers
between the different processing units. Kargus [64] uses mul-
tiple CPUs and multiple GPUs to increase the throughput of

pattern matching, and thus enables efficient parallel detec-
tion of massive network data. Rathore et al. [65] proposed a
real-time intrusion detection system using Hadoop [66] for
efficient parallel processing in big data environments where
data generation is fast. Tan et al. [67] designed a framework
based on MapReduce [68] for cloud computing systems. It
combines HIDS (Host-based Intrusion Detection System)
with NIDS (Network-based Intrusion Detection System) for
intrusion detection through collaborative agent detection
sensors. However, Vasilomanolakis et al. [69] pointed out
that the framework is not scalable enough to identify new
advanced persistent threats. Solaimani et al. [70] developed a
generic statistical real-time framework for multi-source
stream data using Apache Spark [71] and Kafka. This detec-
tion architecture can improve the detection performance
from the aspect of architecture deployment, but it cannot rea-
sonably divide large-scale datasets to adapt to distributed
algorithms. Winnower [21] is the most relevant provenance-
based distributed detection system to Paradise. Winnower
provides scalable compression using the DFA learning
method across different executions to remove redundancy
and generate DFA models. Furthermore, Winnower applies
graph grammar principles to enable efficient behavioral
modeling and comparison in the provenance domain. How-
ever, the high overheads associated with DFA learning are
still a big obstacle for real-time requirements.

6 DISCUSSION

Overall, Paradise is essentially an anomaly-based detection
(AD) system, which generates a statistical model of normal
behavior by monitoring the system during an attack-free
period. It considers any activity out of the normal range as
an anomaly. Therefore, comparison with detection methods
[20], [72] based on abnormal training data is beyond the
scope of our discussion on Paradise. These methods require
specific knowledge about the attack strategies that a poten-
tial attacker could follow to discover a vulnerability. The
major limitation of this technique is that it cannot correlate
unknown attacks since their prerequisites and consequences
are not defined. Moreover, attack profiles to be used for
training are hard to find.

We assume that the number of system behavior patterns is
finite and exhaustive. If Paradise observes a new normal
behavior, it will send a false alert, although the false alarm
problem exists in many IDSs [7], [19], [73], not only Paradise.

While producing virtually faultless results on the OPTC
DARPA dataset, Paradise pulls just the characteristics of the
neighbor graph for real-time consideration, rather than
using the contextual knowledge of the multi-level ancestors
and descendants of each process. In the future, we will per-
form experimental tests on more datasets to verify whether
it is necessary to extract multiple levels of ancestors and
descendants of each process of Paradise.

Paradise detects intrusions in a streaming mode; we set a
time threshold Mtime (one day in our experiments) for Para-
dise instead of raising an alarm directly. An incremental
update process may detect a node several times under the
streaming mode. Therefore, a benign node may be detected
as abnormal; an abnormal node may also be detected as
benign at first. When the node has a new system call
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relationship within the waiting time Mtime, it will be
detected again. There is usually a time interval between the
execution of two consecutive stages of a multi-step attack,
and it is difficult to specify a quantitative time limit because
the time interval between each stage can vary widely,
depending on the attacker. A larger Mtime means that the
evolution time of the node is longer, which reduces the real-
time performance of the system to ensure detection accu-
racy. We recommend that administrators maintain a white-
list of system entities associated with reliable software to
maintain high detection accuracy while ensuring real-time
performance. Additionally, we will identify the abnormal
node and issue an alarm when the node that labels abnor-
mal occurrences reaches a certain number. Dynamically
updating process node vectors in Paradise can be difficult.
Paradise does not use the concept drift [19] technology for
modeling to learn the system’s evolution but instead
increases the number of call relationships on the original
node vector. We will continue to work on this topic in the
future, such as taking the temporal forgetting factor [19] into
account while normalizing the feature vector.

7 CONCLUSION

Efficient intrusion detection and analysis in big data environ-
ments has become a significant challenge for users today.
This paper proposes a real-time, generalized, and distributed
intrusion detection system named Paradise. It exploits the
characteristics of provenance graphs by analyzing different
types and amounts of dependency relationships, pruning
and storing them in a highly efficient memory database, and
then constructing vectors for different events in provenance
graphs without extra data conversion. Thus it can be built on
a wide variety of provenance collection systems. Since the
process vector is an independent unit during the detection
process, Paradise can integrate all the detection results from
multiple detectors. Paradise also includes an effective perfor-
mance monitoring and load balancing scheme that enhances
the Kafka architecture to enable the efficient distribution of
provenance graph feature vectors to the detection cluster.
The experimental evaluation demonstrated the efficiency of
our system and method.
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